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P
eople who know me would 

generally agree I’m a straight-

forward guy – I pretty much just 

like to move in the direction I’ve 

said I was going, rather than try to move 

from side to side and finesse something. 

So when it comes to technology, I tend 

to like to go with technology because it 

makes sense, and I usually assume that 

most IT organizations work that way as 

well.

But when you look at a technology like Busi-

ness Process Management (BPM), you can see 

that the straightforward approach may not be the 

best, fastest, or even most successful route towards 

deployment.

BPM is a tougher sell on a straight technology 

basis, because it relies either on an SOA or an EAI 

environment that enables a service approach, and 

because the capabilities it provides have to date 

been implemented, albeit poorly, in actual code.

BPM as a technology extracts the business rules 

of an organization using advanced modeling tech-

niques and software to define the business rules, the 

“what happens when” outside of lower level code. 

Besides allowing for rapid change in response to 

changing business conditions, BPM also allows the 

business community to take a much greater role 

in the definition of behavior within their software 

environments.

Clearly, this type of capability can be an asset 

to an organization that is confronted with frequent 

changes, dynamic market conditions, or even the 

consequences of a merger between organizations 

with disparate computing systems. Yet, because of 

the nature of the way IT projects are usually funded, 

this capability is frequently a difficult sell.

Most IT organizations have to fund their projects 

as discrete systems, therefore you can fund a CRM 

system, or an Order Management system, or a Gen-

eral Accounting system, even a User Portal. Each 

of these systems provides an “end user” benefit, 

one that can be easily quantified and budgeted for. 

BPM, by contrast, potentially cuts across all of these 

systems, while providing little visible or tangible 

benefit.

That’s at least partially because funding a 

development effort and cost usually neglects the 

operational and maintenance cost of a system. 

These costs can often be multiples of the original 

implementation cost over the lifetime of a 

system. As an example, think of some of the 

COBOL programs that many large organiza-

tions have been nursing along for decades. 

Compared to the cost of creation, the main-

tenance costs are many times higher.

This is where the BPM solutions pay 

– they help reduce operational and mainte-

nance cost. Anything that is programmed 

has to be tested to death, deployed, and 

managed. The model-driven architecture (MDA) 

approach seldom actually works all the way down 

to the code level and back again, so even if there is 

some modeling or design, it’s typically only docu-

mentation when the coding gets done, allowing 

errors and omissions to creep into the process and 

creating troubleshooting nightmares.

In contrast, BPM presents the rules in a model-

ing environment that is completely round trip, 

and can be tested and debugged more effectively, 

especially in the difficult cases where a business 

transaction requires crossing system boundar-

ies. We’ve all experienced the “he said, she said” 

finger pointing that goes on when a process that 

spans two or more systems experiences difficulty. 

BPM reduces cost by taking the management, the 

modeling, and the implementation out of multiple 

silo-based systems and centralizing the capabili-

ties needed to effectively implement business 

processes rapidly.

It should not be surprising that the calculations 

necessary to quantify this benefit are convoluted 

and involved. They require analysis of maintenance 

and operations, as well as a good understanding of 

the actual software development life cycle in use in 

a particular organization – something that is seldom 

present. Thus while the technology clearly provides 

benefits, quantifying its value and justifying its 

cost remain elusive. In the end, the straightforward 

approach to the problem, which is simply stating 

the need for the capability, must give way to a more 

devious approach that builds the capability into the 

price of one or more system upgrades or packaged 

implementations.  

  About the Author
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T
he term “architecture group” is 

a heavily loaded one. I’ve run 

into different scenarios at the 

various clients that have en-

gaged us for consulting on their architec-

ture strategy. In some cases, we have been 

asked to help seed and grow such a group. 

In other cases, we’ve been asked to put to-

gether plans to define the organization of 

an architecture group. And sometimes, we 

just supplement the existing architecture group.

The SOA and Web services arena is fairly new, 

and one that warrants the formation of a well 

defined horizontal group that includes several 

functions under it. Architecture governance is an 

area that has always been the charter of archi-

tecture bodies in large organizations, but with 

the advent of SOA, architecture governance has 

become a much more formalized function. This 

is because the basic entity of an SOA – the service 

– has formally defined contracts and service-level 

agreements (SLA); hence, the formation of the 

architecture that provides services requires strict 

practices to ensure that the SLAs are met.

I went through an interesting discussion with a 

colleague on the nature of an architecture group. 

One view of the architecture group is that the 

charter of the group is only to define the architec-

ture and to produce the artifacts that support the 

architecture definition and usage in the form of 

best practices, architecture and design patterns, 

and guidelines. This may also include direction on 

the approved list of vendor products (and versions) 

that should be 

used for applica-

tion development 

throughout the 

organization. 

Another view of an 

architecture group 

is that the charter 

of the architecture 

groups includes the 

development of a 

reference archi-

tecture, common 

components, and 

other reusable 

services that 

supplement the 

features provided 

by the third-party products that make up 

the reference architecture platform. An 

architecture group also acts as a consulting 

body that assists projects through mentor-

ing, review, and sometimes also in the 

development of the application.

I am a firm believer in the second 

model. To me, documenting architecture 

is just a function of the group. Other 

functions include the development and 

maintenance of actual components and services 

that are shared across applications. This allows the 

group to function more efficiently, provide greater 

value, and not be perceived as an “elitist” group 

that is aloof from the application portfolios.

 As companies adopt SOA, to succeed in the 

long run it is imperative for them to create an 

appropriate architecture group that focuses on 

the best practices for adopting the various facts 

of service enablement. Some of the key issues 

that need to be tackled by the SOA architecture 

group include adoption of new technologies and 

products, definition of basic components and ser-

vices, definition and promotion of SOA standards, 

setting up of an efficient process for application 

development, review, governance, and so on. One 

of the main responsibilities is also to align with 

the business to define the IT strategy for SOA and 

to provide an implementation roadmap, includ-

ing the migration of existing applications towards 

a service-oriented paradigm. To achieve all of 

these objectives, the architecture group has to be 

steeped into the practical aspects through creation 

of reusable components and collaborative 

interaction with the application portfolios 

to march toward a common goal. 

  About the Author
 Ajit Sagar is a principal architect with Infosys Tech-

nologies, Ltd., a global consulting and IT services 

company. Ajit has been working with Java since 

1997, and has more than 15 years experience in the 
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WSJ: SOA & Web Services Management

S
ervice-oriented devel-

opment of distrib-

uted applications is 

increasingly common 

as businesses seek to build and 

reuse services and service-based processes in 

new ways to improve performance and gain 

competitive advantage. Gartner Group has 

coined the term service-oriented business 

application (SOBA) to refer to a service-based 

approach to building distributed applications.

There are two basic entities in the develop-

ment of SOBAs – service provider and service 

consumer. The service provider offers services 

that the consumer uses and composes into a 

distributed application that solves a particular 

business problem. Once the 

distributed application is estab-

lished, it can in turn be offered 

as a service for another service 

consumer to integrate.

When managing services, most businesses 

expect management functions to be performed 

at the service endpoints by a provider that 

controls the platforms on which the services are 

hosted. Because a SOBA can be composed of 

highly distributed and heterogeneous services 

from multiple providers, it is likely that many 

of the endpoints will be outside the control of 

the consumer. Yet, service consumers must still 

apply governance principles to their distrib-

uted applications or risk offering an unreliable 

and underperforming service to their business 

users.

To provide proper governance, the service 

consumer needs a way to apply its manage-

ment policies and logic to the services it 

consumes, regardless of the endpoints that 

provide them. Stakeholders across the enter-

prise need a unifi ed, yet simple, operational 

approach to service management that pro-

vides capabilities such as:

• Support for large numbers of heterogeneous 

service interactions among services with 

diverse characteristics and management 

policies

• Separation of business logic from manage-

ment logic concerns

• Separation of governance responsibilities 

between developers and operational admin-

istrators

• Provide a view of service behavior in an end-

to-end business context

• Ability to monitor and control service be-

havior at run time

The only way to holistically manage au-

tonomous, disparate, and highly distributed 

services is to employ a federated approach 

to service management. Within a federated 

system, the behavioral aspects of services 

must be virtualized in a unifi ed manner from 

the standpoint of the applications consuming 

the services. This approach provides a service 

Service-oriented architecture (SOA) has emerged as a key strategy for 

IT and line-of-business executives to jointly enhance business perfor-

mance and agility in today’s intense corporate climate. Using the SOA 

methodology, business applications are built as an assembly of loosely 

coupled pieces of business functionality, commonly referred to as ser-

vices. These services are published, consumed, and combined with other 

applications over a shared services network, which is often highly distrib-

uted within and across enterprise boundaries. 

A federated approach to managing 
highly distributed Web services
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consumer with a standardized way of enforc-

ing policies, best practices, and other manage-

ment logic at the composite business service 

level, which is fully compatible with existing 

management logic at the service endpoint.

When properly implemented, feder-

ated service management (FSM) provides 

a unified method for governance among 

applications, services, and devices across a 

heterogeneous network, which will enable 

developers to easily create solutions for 

complex distributed environments. The end-

to-end view provided by FSM allows service 

consumers and providers alike to under-

stand in real time the performance being 

delivered, and to take appropriate actions to 

rectify issues related to service quality and 

SLA compliance.

The Problem
As businesses seek to expose their business 

processes as services and integrate them into 

SOBAs, it is not surprising that service manage-

ment is not the first thing that comes to mind. 

The shift to a service-based concept of business 

processes and applications is fairly significant 

in and of itself; hence, most businesses are 

wrapped up in determining the granularity of 

their services and how to secure them. When 

they do consider service management issues, it 

is almost always from the service-provider view-

point. This limits them to managing only the 

services that they own and control, which often 

leads to an incomplete management solution.

Viewing governance and management as 

a service-provider issue has led businesses 

and third-party vendors to develop platform 

and container-dependent solutions, which 

may not be adequate for managing increas-

ingly distributed services across multiple 

provider domains and hosted on different 

operating platforms. This management 

approach typically uses static, platform-spe-

cific code deployment to manage services, 

often mandating that businesses install 

multiple distributed components (usually 

from multiple vendors) that result in heavy 

and expensive systems, which are difficult to 

maintain. It also does very little to address the 

fact that management logic for the services 

usually remains fragmented and service-spe-

cific at best.

Businesses seeking to improve their service 

management capabilities and create a unified 

management solution must recognize and 

overcome three governance challenges:

• First, rapidly expanding service networks 

will be too complex to manage on a point-

to-point or ad hoc basis

• Second, the distributed nature of service 

development and usage within an enter-

prise makes it difficult to control quality and 

apply standards

• Finally, perpetuation of code-driven service 

management will render the architecture 

too rigid to deal with changing business 

requirements

Challenge 1: Service Network Complexity

To develop robust SOBAs, businesses must 

grow their service networks, expanding them 

across divisional and enterprise boundar-

ies. Most businesses rely on a point-to-point 

management approach that usually involves 

implementing custom management logic (for 

security, message logging/auditing, perfor-

mance and SLA monitoring, etc.) applied 

differently for each individual service. This 

approach may seem satisfactory when the 

number of services is small, but as the number 

of service consumer-provider interactions 

grows exponentially, it becomes a serious 

impediment to scaling up.

Challenge 2: Static, Code-Driven  

Management Architecture

Business agility can roughly be measured by 

the cost associated with changing its business 

processes. When SOBAs are managed by em-

bedding custom management logic within the 

service code, it forces management changes to 

be static, thereby driving up the times and costs 

required to implement changes. Further, such 

changes make SOBAs brittle and less agile due 

to cascading effects and implementation-time 

delays across the service network.

Challenge 3: Fragmented Management Logic

As services are integrated over multiple ad-

ministrative domains, it becomes very difficult 

to define, apply, and enforce configurations 

and policies in a consistent manner. Each 

provider develops and maintains its services 

according to its own goals and standards, per-

haps using different approaches to solve the 

same issues. This fragmented approach makes 

it harder to enforce consistency and integrity 

of service configurations because administra-

tors are inadvertently shielded from getting 

a complete view of the management logic 

embedded in the service.FIGURE 1         Problem – current approach to service management
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Consequences of Inadequate Service  

Management

If the aforementioned service manage-

ment–related issues are not addressed, they 

can significantly undermine any value a busi-

ness may be seeking from developing SOBAs. 

More important, they can negatively impact 

the overall business in the following ways:

• Service/operational administrators confuse 

effort with results because managing at the 

service endpoints doesn’t provide sufficient 

information to make management decisions 

for the composite business applications as 

a whole. For example, when services are 

managed at the endpoint, SLA compliance 

is tracked at the endpoint. This provides 

a skewed view of service performance be-

cause it does not fully account for network 

or other latencies. In this case, the SLA may 

be fine from the provider’s viewpoint and 

yet fail to meet the consumer’s expectations.

• Brand image is tarnished by unpredictable 

service quality resulting from inconsistent 

development standards, mismatches in 

performance expectations, and inability to 

adapt management logic at run time.

• Business is slower to respond to competi-

tive threats and changes in the marketplace 

because the higher cost of changing man-

agement policies makes it willing to accept 

greater risk to justify changes.

• Lack of a unified service management ap-

proach leads to redundancies and unneces-

sary development efforts.

The Solution
What is ultimately needed is a way to 

enhance SOBAs with unified, end-to-end ser-

vice management and run-time governance. 

To meet this need, a solution must enable 

service consumers to federate the manage-

ment of services they consume. Federating 

service management means recognizing and 

understanding the endpoint-management 

constraints specific to the services, virtualizing 

the functional and nonfunctional aspects of 

the services, and applying overarching poli-

cies and standards to govern how the services 

interact with each other and the application. 

This unified approach empowers service 

consumers with control over their business 

performance and enables them to monitor 

SOBAs in an end-to-end fashion.

Business Value Drivers

A well-designed FSM solution must focus on 

addressing the key business value drivers for the 

enterprise: visibility, flexibility, and accountabil-

ity. SOBAs that are built from highly distributed 

services demand a management solution for 

services that cuts across divisional and enter-

prise boundaries in a seamless manner:

• Visibility represents a business’s ability to 

have real-time answers to the what, when, 

where, why, and how of various service 

activities and events that occur. However 

visibility is about more than a simple regis-

try of WSDL files and some service message 

logging. Visibility exposes all of the service 

metadata – the configurations and poli-

cies of the services. Real visibility takes this 

metadata beyond the developer level and 

design-time environments into the run-time 

environments of administrators and other 

operations-level users who need to see and 

influence all aspects of service behavior.

• Flexibility represents a business’s ability to 

adapt quickly to changing requirements 

without being constrained by costly, time-

consuming code updates or proprietary 

standards. Achieving real flexibility means 

lowering the cost of change in how services 

are configured to an absolute minimum. The 

most costly changes are ones that require the 

service to be redesigned. Much like visibility, 

real flexibility requires freeing management 

changes from the design-time environment 

and enabling them in a run-time environ-

ment. This gives administrators and business 

managers the opportunity to act on the 

information gained from improved visibility.

• Accountability represents a business’s ability 

to monitor and control the relevant services 

– within the overall business context of 

the composite SOBA – in order to enforce 

performance standards and to deal with 

exceptions. When services interact across 

multiple domains, the diverse combination 

of “local” standards and development prac-

tices makes it important to accurately iden-

tify the source of performance problems or 

exceptions. Real accountability means being 

able to focus management activities on the 

individual services within the integrated 

SOBA and enforce unified standards in an 

end-to-end context, regardless of how the 

services are managed at the endpoint.

Solution Approach

Before crafting and using a federated man-

agement solution, a business must establish a 

FIGURE 2         Solution – federated approach to service management
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solid foundation of development and manage-

ment practices for their services. To maximize 

visibility, flexibility, and accountability, it must 

avoid practices that embed management logic 

within service functions and instead external-

ize management to make it more accessible at 

the operational level. The proposed FSM solu-

tion is based on the following core tenets:

• Separate and decouple management 

logic from business logic and externalize 

management code from within the service. 

This cleanly separates development and 

operational concerns and allows manage-

ment logic to evolve independently from the 

business logic.

• Relieve service developers from respon-

sibility for management logic to free up 

time required for building better business 

processes. Developers are hence shielded 

from routine service management tasks that 

are best externalized as declarative tasks 

performed by operational administrators.

• Develop a configuration-based approach 

to service management that can adapt to 

changing number, complexity, and behavior 

of services. Use declarative logic to create 

configurations for services and their associ-

ated policies and rules.

• Make service management a pure opera-

tions-level task and empower administra-

tors and business analysts to configure, 

monitor, and control the business services.

• Implement a common service management 

layer to streamline the development process 

and accelerate migration to an enterprise-

wide SOA.

Key Solution Capabilities

The list below identifies a partial list of 

capabilities for the proposed solution:

• Discover and store service definitions for 

services across divisional and enterprise 

boundaries

• Define and store configurations and policies 

related to services, performance metrics, 

and SLAs

• Cache service configuration and policy 

metadata to minimize processing times

• Automated search, discovery, and update of 

services, including the ability to batch load 

services

• Dynamic run-time execution of manage-

ment policies

• Search, filter, and view details on any ser-

vice, activity, message, organization, excep-

tion, or alert

• Monitor, track, and audit key service activi-

ties and performance metrics

• Identify, intercept, and handle exceptions

• Define and generate alerts based on service 

policies and SLAs

• Define and generate reports on service 

operations and performance

• Provide a holistic, 360-degree view of services

The Technology
Key Technology Characteristics

When settling on implementation details, 

solution designers need to consider the key 

technology characteristics that will enable 

them to use FSM to achieve their goals. First 

and foremost, it should be standards based. 

Building on 100 percent Web service and open 

source standards ensures maximum compat-

ibility and avoids the potential for lock-in to 

proprietary software. Along with standards-

based development, the solution should strive 

for platform-independence and support 

multiple deployment models to maximize 

flexibility.

In addition, a FSM solution should be light-

weight with a small footprint, and updates, 

where feasible, should be performed without 

server restarts or downtime.

Architecture Framework

The proposed technology architecture is 

based on a “management via mediation” ap-

proach in which a management intermediary 

sits between client applications and end-

point services in order to manage the service 

interactions. Because the service endpoints 

could be anywhere, the intermediary usually 

is located closer to the client applications 

and business processes. This architecture en-

ables: 1) managing the service metadata via 

a repository, 2) managing service execution 

using an intermediary to apply management 

logic at run time, and 3) remote administra-

tion via a console to provide enterprise-wide 

command and control of services and related 

activities.

Discovery and Configuration

To provide federated management and 

governance for SOBAs, the execution layer 

needs to know more than where the service 

is and how to invoke it. It needs to identify 

and store critical information necessary for 

FIGURE 3         Technology architecture for FSM
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defining and configuring services – proto-

cols, policies, SLAs, etc. The set of nonfunc-

tional characteristics defined in the service 

metadata can be referred to as a service 

configuration. Configurations can be derived 

from an extended service definition, when 

available. Storing service-related metadata 

as configurations in a repository provides 

the foundation for monitoring and control-

ling those services. A repository should 

ideally include the capability to identify and 

register services in an automated fashion. As 

part of its discovery function, a federated re-

pository should be able to search public and 

private registries to identify new services as 

well as updates or new versions of existing 

services.

The repository can be implemented as a 

high performance data store. In addition, the 

repository should leverage intelligent caching 

techniques to deal with compute and network 

latency issues, and improve management logic 

processing times.

Management Logic Mediation

To control services in a federated manner, a 

business must have the flexibility to dynami-

cally define and execute management logic at 

run time. This can be accomplished by using 

an intermediary to mediate the management 

logic into the service process. An advantage 

to using intermediaries to manage services 

is that it shields service consumers from any 

changes in how services are deployed and 

managed at the endpoints. Essentially, the in-

termediary serves as a management execution 

layer that unifies management logic for all of 

the services used.

The intermediary can operate in two 

modes:

• Management Gateway: A gateway provides 

a single, well-known access point and 

serves as a proxy between service consum-

ers and service providers. Connecting to 

a gateway is as simple as changing the 

access point from the endpoint service 

binding address to the gateway’s address. 

This mode works well as the intermedi-

ary between SOBAs (and other consumers 

internal to the enterprise) and external 

service providers.

• Management Server: A management server 

acts as a central server to multiple agents 

distributed across the service network. 

This mode works well when performance 

considerations owing to client-intermedi-

ary communications latency outweigh the 

need for zero-installation management 

software on the various nodes of the ser-

vice network.

The actual intermediary mode of choice 

depends on the architectural requirements of 

the business. In either mode, a management 

intermediary establishes control and performs 

its mediation functions by forming a virtual 

pipeline of compartmented management logic 

dedicated to various management functions 

(such as message logging, security, caching, 

and performance monitoring). The pipeline 

is designed as a set of request handlers that 

sequentially handle the request and response 

message flows. At the center of the pipeline is 

the service access logic. Each handler dynami-

cally executes management logic from the 

appropriate configurations and policies stored 

in the repository.

The management intermediary can be 

implemented as a Web service and scaled 

horizontally across multiple servers, offering a 

high degree of scalability and performance for 

the overall management layer.

Administration

An administration console is a central-

ized interface to provide a common point of 

control for configuring and monitoring all ser-

vices. The console enables administrators and 

business managers to define, configure, and 

monitor business services and other related 

resources. It provides administrators, develop-

ers, and business managers with a means to 

review services and modify service behavior 

dynamically and in real time. It also provides 

powerful dashboard views for monitoring the 

service network.

A console can be delivered as a simple, 

Web-based application that can be accessed 

remotely without any special software installa-

tion requirements.

The Benefits
The proposed FSM solution provides 

business benefits at many different levels. By 

externalizing the management logic out of the 

business logic and virtualizing the creation 

and configuration of business services, an 

FSM solution reduces IT costs and complexity, 

increases flexibility and control, and enhances 

accountability of all services under manage-

ment. The following are the benefits of using 

an FSM solution organized by beneficiary 

groups.

 Developers

• Improve service quality and develop SOBAs 

faster by focusing on business process logic 

rather than on management logic

• Save times and costs associated with man-

aging services by automating routine steps

• Increase reuse opportunities and reduce 

service development costs by storing service 

artifacts in a dynamic repository

Operations Administrators

• Define, control, and fine-tune various ser-

vices and their associated configurations in 

real time

• Streamline administration requirements by 

eliminating the need to deploy fragmented 

pieces of management code

• Monitor service activities in real time using 

the activity dashboard

          A well-designed FSM solution must 
focus on addressing the key business  
value drivers for the enterprise: visibility,  
flexibility, and accountability
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e
• Review alerts and exceptions in real time, 

and act on them immediately and in an 

automated fashion

Line of Business and IT Managers

• Improve service quality and accelerate roll 

out based on unified design standards and 

policies across the enterprise

• Enhance customer and end-user experience 

by using service performance metrics and 

taking appropriate actions in a timely man-

ner

• Improve regulatory compliance by provid-

ing an accountable system for tracking and 

monitoring services and activities within the 

service network in a federated manner.

Conclusion
SOA is a key strategy for improving the 

agility of IT investments in today’s dynamic 

business environment. Service-oriented 

business applications (SOBAs) of the future 

will be composed using highly distributed 

services spanning a wide array of providers 

and possessing diverse characteristics. The 

typical approach to service management 

assumes full control over the services being 

used, is point-to-point in nature and relies 

on service-specific management logic, and is 

static due to code-driven logic. This approach 

is ill equipped to deal with the growing com-

plexity of highly distributed service networks 

and the ever-changing landscape of business 

requirements.

A solution to these challenges is a feder-

ated approach for managing services through 

a unified management layer. Federated service 

management (FSM) involves virtualizing the 

behavior of the services and applying over-

arching policies to govern service interactions 

in a dynamic manner. The proposed FSM 

solution unifies highly distributed autono-

mous services and provides a mechanism to 

dynamically configure, monitor, and control 

them efficiently. With a FSM solution in their 

SOA arsenal, enterprises will be well equipped 

to handle the complex and dynamic nature of 

the business challenges of the future.   
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WSJ: Focus: Security

B
ecause these security 

requirements are not as 

apparent when think-

ing about Web services 

security, they tend to get built in as an 

afterthought without as much design 

and consideration as is necessary. 

This article describes some of the 

important security requirements that 

need to be considered beyond the 

typical steps that occur during a ser-

vice request. In this article we’ll refer to these 

steps as “security on the way out.”

Typical View of Web 
Services Security – 
Only Half of the Picture

Figure 1 shows a simplifi ed view of what we 

tend to concentrate on when thinking 

about Web services security. A re-

questor issues a request for a Web ser-

vice in the form of a SOAP message. As 

part of this message, there are claims 

about the identity of the requestor 

and any associated attributes. When 

the Web service receives this request, 

it fi rst verifi es the identity of the re-

questor. Once the identity is verifi ed, 

it compares the attributes associated 

with the identity against those referenced in its 

security policy to determine if the requestor is 

authorized. Next, it validates the request mes-

sage, verifying any signatures, validating the 

XML, and so forth. When all of this is successful, 

the request is passed to the service implemen-

tation for processing. Although accomplishing 

all of this is by no means trivial, this is only half 

of the picture.

The Complete Picture
Figure 2 represents a more complete 

picture of Web services security, showing all of 

the steps that occur on the way in as described 

above, plus all of the steps that may need to 

occur on the way out. The following are some 

of the steps:

• Filtering the content of the response message

• Signing the response message (or selected 

elements of it)

• Encrypting the response message (or se-

lected elements of it)

• Inserting any additional security tokens

The next several sections describe each of 

these steps in more detail, including the moti-

vation for why they may be needed.

Content Filtering

In many cases, even though the requestor 

may be authorized to access a service, it may 

not be authorized to access all of the data that is 

produced or retrieved by that service. Thus, the 

contents of the response will need to be fi ltered 

to return only the data that the requestor is 

authorized to access. For example, within the 

Department of Defense (DOD), a requestor 

may invoke an enterprise search service to fi nd 

information related to biological weapons. That 

search service may fi nd a set of documents 

related to biological weapons, some of which 

Typically when we think about security for a Web service, our focus is 

on how to protect it from unauthorized and malicious users. Thus, we 

tend to concentrate on such things as authentication of the requestor, 

checking to see that the requestor is authorized to access the service, 

validation of the request message, and so forth – all things that happen 

on the way in or during a request for the service. However, there is an 

equally important set of security functions that need to occur on the way 

out or after the service has fi nished processing the request.

Security requirements for a Web service that are often overlooked

Web Services Security – 
Don’t Forget Security 
on the Way Out
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are classified as Secret and some classified as 

Top Secret. If the requestor only has a clearance 

level of Secret, then the search service will need 

to filter out the documents classified as Top 

Secret before returning the response.

Ideally, this type of functionality should be 

handled in the security infrastructure, separate 

from the implementation of the service. One 

approach may be to use a message handler 

that intercepts outbound messages from the 

Web service and uses XSLT to filter out content 

that the requestor is not authorized to see. One 

drawback to this approach is that it may not be 

the most efficient approach. In some cases, it 

may make more sense to filter out the content 

before everything is converted to XML. In other 

cases, this may not even be feasible. Consider-

ing the DOD example from above, if the schema 

definition for the response data does not in-

clude an element or attribute that specifies the 

classification level of the data, that information 

would be lost once the response is converted 

into XML. Thus, the message handler would 

not have enough information to properly filter 

the data. In such cases, it may be necessary to 

have a post-processing security layer within the 

service implementation to perform the filtering 

before the response is converted into XML.

Message Signing

There are two purposes for digitally signing 

the response message: for nonrepudiation and 

protecting the integrity of the message. These 

are typically driven by business or legal agree-

ments that require the response messages to 

be digitally signed to protect both the service 

provider and consumer.

For example, the accounts payable depart-

ment of a large organization may provide a Web 

service for its partners to submit invoices for 

payment. The implementation logic of this ser-

vice will need to verify and approve the invoices 

that it receives. Upon verification and approval, 

this service will need to digitally sign a response 

message that is sent back to the partner indicat-

ing that the invoice has been received, verified, 

and approved. If there is ever any type of dis-

pute over late or missing payments, the partner 

will have a digitally signed response proving 

that the organization did receive and approve 

the invoice it sent.

In some cases, the total amount due that 

is specified on an invoice may not be the total 

amount that is approved for payment, perhaps 

because not all goods were delivered or some 

were defective. Whatever the case may be, the re-

sponse from this invoicing service may contain 

an element that specifies the actual amount that 

was approved for payment. The service provider 

may want to sign that element of the response 

message to protect its integrity – so that it can’t 

be modified without detection. This prevents 

an unscrupulous partner from disputing that a 

greater amount was approved for payment.

Digitally signing the response message 

should be handled in the security infrastruc-

ture. The implementation should use the W3C 

specification for XML Signature [XMLSIG]. This 

is a formal recommendation from W3C that 

describes the syntax and processing rules for 

digitally signing selected elements in an XML 

document. The Web Services Security (WS-Se-

curity) standard from OASIS describes how XML 

Signature can be used to secure SOAP messages 

and how the signature should be attached to 

the message headers [WSSEC]. Following this 

standard allows loosely coupled service provid-

ers and consumers to independently sign and 

verify the SOAP messages that they exchange. 

Most Web service security products available 

today provide an outbound message handler 

that can be plugged into the service and digitally 

sign the XML response message. Some vendors 

offer dedicated XML hardware appliances that 

can “sit in front of” the Web service and intercept 

inbound and outbound messages and digitally 

sign and verify the XML messages.

Message Encryption

The reason why message encryption may be 

needed on the response is pretty obvious – the 

response may contain sensitive information 

that only the intended recipient should see. 

With traditional applications, confidentiality is 

typically provided through transport and net-

work-level mechanisms such as SSL and TLS. In 

a SOA Web services environment, such mecha-

nisms may not always be adequate or feasible. 

Although not explicitly shown in the Figures 1 

FIGURE 2          The complete picture of Web services security

FIGURE 1         Common, but incomplete view of Web services security
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and 2, the response message may go through 

several intermediaries before it is returned to 

the requestor or the next target service in a 

process flow. Some of these intermediaries may 

be trusted and some may not be. Mechanisms 

such as SSL and TLS are point to point, so the 

intermediaries will be able to see the response 

messages unencrypted. For untrusted interme-

diaries, it is obvious why this is a problem. For 

trusted intermediaries, there may be elements 

of the message that they should be able to ac-

cess and still other elements that should be kept 

confidential from them. Thus, message-level 

encryption is needed for selectively encrypting 

certain elements of the response message and 

to prevent exposure of the response message to 

untrusted intermediaries.

Message encryption should be performed 

after the response has been converted into an 

XML message. Similar to message signing, this 

makes it ideal to be performed in the outbound 

message handler of the security infrastructure. 

WS-Security describes how XML Encryption 

should be used to encrypt any section of the 

body or header of a SOAP message. XML En-

cryption is another W3C recommendation that 

specifies a process for encrypting XML data 

and representing the results in XML [XMLENC]. 

Using these mechanisms essentially allows en-

crypting of the response message at the appli-

cation level, thus avoiding the aforementioned 

problems. Just as with message signing, most 

Web service security vendors provide message 

handlers or XML appliances that can perform 

the message-level encryption and decryption 

so that developers will not need to build it into 

the service’s implementation.

Insert Security Tokens

With the composite nature of SOA-based 

systems, the flow usually does not stop at a 

single Web service. That service may need to 

invoke another service or its response may be 

returned to an orchestration engine that uses 

the contents as input to the next service in the 

process flow. In either case, the service may 

need to forward along the security tokens from 

the original requestor or it may need to insert 

some new tokens with information about the 

service provider. A security token is just a col-

lection of claims or statements (usually about 

the identity, privileges, group memberships, 

etc.) about a subject, which in this case can be 

the Web service itself or the original requestor 

of the service. Adding security tokens to the 

outbound message (either a response or a new 

request for another service) from a Web service 

allows the next target service in the flow to 

authenticate who is making the request and to 

make an authorization decision.

Adding security tokens to an outbound mes-

sage can be supported by having an outbound 

message handler that intercepts the message 

on the way out and inserts the tokens into the 

message headers. Unfortunately, the hetero-

geneous environment in which a Web service 

typically operates often adds extra complexity. 

Security tokens can be expressed in multiple 

formats such as X.509 certificates, Kerberos 

tickets, or SAML assertions. In a heterogeneous 

environment there may be multiple interacting 

domains with different security infrastructures, 

and they may not all support the same format 

for security tokens. Thus, the security token 

inserted by the outbound message handler may 

not always be interoperable with the security 

infrastructure of the next target service. Web 

Services Trust (WS-Trust) is a set of specifica-

tions, proposed by vendors such as IBM, BEA, 

and Microsoft, which describes how security 

tokens can be issued and exchanged through 

a trusted authority to enable interoperability 

across security domains [WSTRUST]. WS-Secu-

rity defines how security tokens should be rep-

resented and attached to the headers of a SOAP 

message. Using a Web service security product 

that supports both WS-Security and WS-Trust 

may help to alleviate some of the complexity 

involved with supporting this requirement.

Summary
In this article we discussed security require-

ments on the way out from a Web service. 

Such requirements typically don’t get as much 

consideration when we think about Web services 

security. We discussed content filtering, signing 

the response message, encrypting the response 

message, and inserting security tokens. These 

requirements are almost identical to the steps 

that a client performs when sending a request to 

a service. The same technologies and standards 

are used to support both. Fundamentally, this is 

because the interactions between Web services 

and their requestors resemble more of a peer-to-

peer model instead of the traditional client-to-

server model. From a security perspective, this 

means that there is almost always a parallel set 

of security processing steps that needs to occur 

in the other half of the interacting peers. Keeping 

this in mind when designing the security for 

your SOA will help to ensure that you’re not just 

supporting half of the requirements.   
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WSJ:  Service-Oriented Architecture

W
e are moving toward 

a day when most of 

our enterprise appli-

cations may be de-

livered as services, and thus provide 

a more economical way to approach 

information technology manage-

ment with businesses going forward. 

This is also the great equalizer since 

businesses, both large and small, 

will have access to the same number 

and quality of services, much as they 

do with Web sites today. Shared services will 

create many opportunities, including better 

agility and the ability to operate a business 

with fewer IT resources. In essence, we’re mov-

ing to Web 2.0 where service delivery over the 

Internet will be added to information 

delivery as the key strategic value 

of the Web to businesses, as well as 

extending the Web as a true platform.

All you have to do is to look around 

you. With the advent of SaaS (Software 

as a Service), guys likes Salesforce.

com and NetSuite are cleaning up 

with soaring subscriptions. Moreover, 

the Web is getting the right interface 

with rich client technologies, such as 

AJAX, emerging to provide a much 

better dynamic user experience. Let’s face it; 

the Web has grown from a simple information 

delivery platform to a grouping of many valu-

able exposed services with rich dynamic user 

interfaces. It’s really the global SOA, and those 

who learn to leverage it now will be well ahead 

of those who ignore the trend.

However, in order to make this a reality, we 

must learn to how to bridge the gaps between 

our enterprise systems and SOAs and Web 

service providers that exist across the Internet. 

Special consideration must be given to con-

nectivity, interoperability, security, and shared 

processes. Problems are easily solvable with 

the right technology and approaches, but I 

would say that most out there who are looking 

at this new opportunity don’t have a clue as to 

how to make the new and old work and play 

well together.

The journey has just begun down this road, 

as we’re looking to join our existing enterprise 

system with Web 2.0, and figure out how all of 

this works and plays well with the notion of 

an SOA moving toward a global SOA. Clearly, 

there are a few technical issues that you must 

address, such as:

• Semantic and metadata management, or, 

the management of the different informa-

tion representations among the external 

services and internal systems

• Transformation and routing, or, accounting 

for those data differences during run time

• Governance across all systems, meaning 

not giving up the notion of security when 

extending your SOA to the global SOA

• Discovery and service management, mean-

ing how to find and leverage services inside 

or outside of your enterprise, and how to 

keep track of those services through their 

maturation

• Information consumption, processing, and 

delivery, or, how to effectively move infor-

mation to and from all interested systems

• Connectivity and adapter management, or, 

how to externalize and internalize informa-

tion and services from very old and propri-

etary systems

• Process orchestration and service, and pro-

cess abstraction, or, the ability to abstract 

the services and information flows into 

bound processes, thus creating a solution

At the end of the day, external Web ser-

vices should function as any other enterprise 

application, both housing and sharing critical 

business information as well as services. In other 

words, there should be no clear line between the 

existing enterprise applications and the remote 

Joining Enterprises 
with Web 2.0
   The notion of building bridges to service providers and managing the 

interaction will become more commonplace in 2006 as we learn to accept 

that many services we leverage within an enterprise are services we may 

not host. The technology exists today. We need to define and refine our 

approaches now, including architectures, enabling technology, and use of 

standards. Most enterprises are way behind.

Big push in 2006
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services. Think about it. You have access to 

thousands of services with a single, on-demand 

application provider, as well as information, 

schemas, etc., and the same patterns found in 

other on-demand application providers as well. 

Moreover, you subscribe to these services rather 

than purchase them, and they exist inside of 

your enterprise as if they are native.

It doesn’t take a rocket scientist to figure out 

that the creation of an SOA on top of these appli-

cations, including process/orchestration layers, 

directory services layers, identity management, 

monitoring, semantic management, etc., would 

add a tremendous amount of value, considering 

the use of those applications and abstraction 

into real business solutions. Indeed, I find that 

many SOAs for many businesses actually exist 

outside of their firewalls, making their on-de-

mand applications work well together. This trend 

is only accelerating as Web 2.0 becomes more 

valuable for enterprises.

What’s cool about this is that businesses 

will have to change to remain competitive. As 

others learn to embrace Web 2.0 within their 

enterprise, as with the Web of 10 years ago, 

others in their community will have to do so 

just to keep up. There are many examples of 

this today, albeit it’s still early in the cycle. 

Indeed, many small businesses might find that 

the majority of enterprise processing occurs 

by leveraging outside services – services they 

don’t own and haven’t created. Is that scary, or 

exciting? I think it’s exciting!  
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WSJ: Business Intelligence

T
he solution: 

integrating critical 

business processes 

and applications 

by adopting a service-ori-

ented architecture (SOA). 

Internal IT personnel and 

consultants engineered a 

loosely coupled infrastruc-

ture, with reusable services 

based on XML and standard 

Web services protocols such as SOAP and 

WSDL. Once the system went live, the CFO ran 

a routine query through his dashboard. The 

answer came back: 

You forgot the data.

It’s a playful fiction, of course, but it il-

lustrates the perils of an SOA that focuses 

only on the business process interactions and 

application interfaces, and 

neglects the devilish details 

of data-level incompat-

ibility among the disparate 

IT systems participating in 

those processes, including 

varying formats, semantics, 

and hierarchies.

Our hypothetical 

company based its SOA 

on a Web services–based 

enterprise application integration (EAI) 

engine. The technology worked flawlessly in 

enabling high-level application integration 

and orchestrating business processes – but it 

was not designed to deal with the complexities 

of heterogeneous, inconsistent, dirty data that 

lies fragmented across the enterprise.

The result: costly and time-consuming 

hand coding to resolve these data inconsisten-

cies in the SOA implementation, thus violating 

the very promise of reusability and interoper-

ability that is driving the movement towards 

SOA. The missing ingredient in this company’s 

SOA was a data services layer built upon an 

enterprise data integration platform.

The SOA Opportunity
The buzz around SOA has been fast and fu-

rious. It’s no wonder – organizations recognize 

an opportunity to slash the cost of application 

and middleware development and accelerate 

time to market by “loosely coupling” siloed 

applications using open standards such as 

Extensible Markup Language (XML), Simple 

Object Access Protocol (SOAP), and Web Ser-

vices Description Language (WSDL).

The widespread adoption of these stan-

dards by IT organizations and vendors alike 

paves the way to expose applications as com-

ponent-based services for delivery over the 

Web. By abstracting the underlying business 

logic, SOA enables services to be wrapped, 

reused, and orchestrated to give both IT and 

business far greater responsiveness, flexibility, 

and speed of execution.

Many early SOA-based implementations 

have been built on EAI, and J2EE- and .NET-

based middleware, including message brokers, 

application servers, and enterprise service 

buses. Increasingly however, data integration 

has become a primary objective. Some 76 

   A large company found itself handicapped by an ornery snarl of siloed 

applications that compromised its agility, performance, and profitability. Its 

IT department was constantly behind schedule and over budget in hand 

coding point-to-point connectivity among supply chain, financials, CRM, 

and other packaged and custom-built legacy applications.

A critical piece of a service-oriented architecture
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A critical piece of a service-oriented architecture

percent of AMR Research respondents using 

or planning to use an SOA named process 

or data integration as the leading initiative, 

according to the August 2005 AMR Research 

report, “Service-Oriented Architecture: Survey 

Findings on Deployment and Plans for the 

Future.” The findings reflect a growing aware-

ness that a data integration platform can – and 

should – enrich an SOA with sophisticated 

data services beyond the scope of application 

integration–centric technologies. 

In other words, to realize the full potential 

of SOA, including loose coupling and reus-

ability, it’s critical that the client application be 

able to access business-relevant data wherever 

it resides, in whatever form it is required, and 

in a consistent and accurate manner.

Ready for Prime Time:  
Service-Oriented Data Integration

Data integration technologies are ready to 

help SOA become a transformative force for 

IT. Over the past several years, data integra-

tion technology has been enhanced with 

built-in support for XML transformations, 

Web services protocols, JDBC connectivity, 

and Java Message Service (JMS) connectiv-

ity. Advanced data integration platforms also 

feature metadata capabilities driving the core 

of their development and run-time infra-

structure. This metadata provides an abstrac-

tion of the business logic from the technical 

implementation, and enables them to deliver 

advanced data integration functionality over 

a data services layer to the myriad compo-

nents in the SOA.

For too many years, data integration 

initiatives, undertaken without the founda-

tion of a data services layer, have resulted in a 

further proliferation of the siloed systems that 

they were meant to integrate. For instance, a 

retailer might have deployed an extraction, 

transformation, and loading (ETL) tool to syn-

chronize point-of-sale data from retail outlets 

into an SAP financials application. A second 

instance of the tool might serve to move SAP 

financials information into a DB2 data ware-

house for analysis. A third instance might work 

on the front end of the value chain to feed 

FIGURE 1         Data is fragmented across the enterprise, resulting in a complex, brittle data infrastructure

          By abstracting the underlying business 
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product procurement data to an operational 

data store.

Therefore while the retailer will have 

achieved data integration among targeted appli-

cations, it’s still several steps removed from real-

izing a fluid, end-to-end data ecosystem. SOA 

removes these barriers of siloed development.

In a modular SOA, a data integration 

platform serves as another component-based 

service. Its functionality can be packaged and 

reused across multiple projects to reduce de-

velopment and deployment costs. It can help 

an organization leverage data assets that are 

currently locked in mainframe, packaged, and 

homegrown systems through open standards. 

It can eliminate the need to hand-code data 

integration connectivity, and enables busi-

nesses to realize rapid time to value.

That’s what SOA offers data integration 

technology. Now let’s look at the flip side 

– what data integration does for SOA.

Data Components and Services  
in an SOA

The most advanced SOA deployments 

will take advantage of both EAI and data 

integration technologies. SOA provides an 

ideal framework for these two technologies to 

complement one another, with EAI managing 

transactions and processes among applica-

tions, and the data integration platform per-

forming the atomic-level data processing that 

is generally beyond the scope of EAI systems.

In fact, a common use case is where a 

company deploys an EAI bus and a data 

integration platform in an SOA to support 

master data management initiatives, such as 

customer data integration. The EAI bus drives 

business processes and checks customer 

records in the master data repository. The 

data integration platform creates the master 

data repository and populates back-end ERP 

systems with updated customer information 

transformed to the appropriate format and 

semantic definition.

In strategizing options and objectives for 

an SOA, organizations should assess and un-

derstand the functional distinctions between 

the two technology sets. Let’s take a look at 

three functional components that are the ex-

clusive province of data integration technology 

– universal data access, a metadata repository 

and services, and a data integration engine.

Universal Data Access:  
Scope of Data

Data integration extends the reach of the 

SOA and its constituent applications into 

virtually any data source. Prebuilt connectiv-

ity and visual mapping environments provide 

IT architects and developers with a mecha-

nism to tap into information from a variety of 

sources, including packaged and homegrown 

applications such as SAP, mainframe and 

midrange systems such as IMS and VSAM, re-

lational databases such as Oracle and Sybase, 

and unstructured and semistructured data.

Organizations can use data integration 

to reach into multiple systems to fetch data, 

cleanse and transform it into the appropriate 

formats and semantic definitions, and propa-

gate it across multiple distributed systems. 

Its service may be invoked by, for instance, an 

online customer order application to trigger 

event-driven, read/write data updates across 

financials, manufacturing, and distribution in 

near real time.

Metadata Repository and  
Services: Meaning of Data

A metadata repository provides the SOA 

with an underlying foundation to understand 

the lineage of data, the ripple effects of changes, 

and data-related deficiencies in the architec-

ture. The repository provides a data interaction 

framework to store and manage data models, 

transformations, workflows, and dependen-

cies – metadata describes the data logic and 

its meaning. Through metadata services, data 

integration technology provides a means to 

reconcile data semantics across disparate 

systems; improve reporting, auditing, and data 

governance; and enable reuse to streamline 

development and accelerate deployment.

Metadata is also key in equipping organiza-

tions with an auditable record of data lineage 

FIGURE 2         With a service-oriented enterprise data integration architecture, all back-end IT assets are accessed 
                              through data and applications services through standard Web services protocols





28 February 2006 www.wsj2.com

covering all data resources, thus providing an 

important tool for meeting the compliance 

requirements of Sarbanes-Oxley and other 

regulations.

Data Integration Engine:  
Value of Data

At the core of data integration is an engine 

that provides organizations with a host of op-

tions for moving, integrating, and delivering 

data among various consumers in an SOA. Its 

flexibility is important for letting IT profession-

als architect a system optimized for “right time” 

data delivery, including high-volume batch data 

movement, near real-time capture and move-

ment, and changed data capture – only data 

updated since the last service invocation.

Data integration also offers functionality to 

help “future-proof” an SOA against rising data 

volumes, and to meet the requirements for 

reduced data latency as well as the demands for 

toughened security and privacy. For example, 

data integration supports partitioning to opti-

mize parallel processing on multi-CPU hard-

ware, deployment on multi-node server grids 

for distributed workflow execution and fault 

tolerance, failover, and fortified security through 

authentication, authorization, and encryption.

At Your Service:  
Data Dividends in an SOA

Those are the core data integration com-

ponents in an SOA. Now let’s examine the 

services and benefits that they deliver for an 

SOA – data profiling, cleansing, transforma-

tion, movement, and auditing:

• Data Profiling: Data profiling is the process 

of assessing and understanding the content, 

quality, and structure of enterprise data. It 

is an essential step in reconciling semantic 

differences in common business vocabular-

ies such as customer, address, and product 

that vary among applications, and which, if 

unaddressed, result in contradictory infor-

mation across the enterprise.

• Data Cleansing: Once data is profiled, a 

data integration platform can execute data 

cleansing functions to ensure the validity 

and consistency of information. It standard-

izes name, address, and other values, and 

resolves missing data fields, parses data 

elements, and corrects poorly formatted or 

conflicting data.

• Data Transformation: Data transformation 

services enable data to be transformed from 

one form to another to allow reconciliation 

between data elements residing in different 

information sources. The transformation 

services leverage prebuilt and customized 

mappings that take into account complex 

data hierarchies and relationships.

• Data Movement: Data integration offers 

flexible mechanisms for “right-time” data 

delivery in an SOA, including high-volume 

bulk data movement, near real-time capa-

bilities, data federation, and changed data 

capture that handles only information that 

has been updated to accelerate load times 

and minimize operational impact.

• Data Auditing: Data integration provides 

in-depth lineage of data – when it was 

changed, how, by whom, and across which 

applications – to enable the auditing, 

reporting, and analysis that is essential to 

meeting the demands of legislated regula-

tions and internal/external auditors.

The data services provided by the data 

integration platform can be accessed by other 

components in the SOA via Web services 

protocols such as SOAP, messaging systems 

such as MQSeries or JMS, and programmatic 

approaches such as JDBC and ODBC.

Where Do We Go from Here?
SOA may still be in its early phases, but the 

time is right to take a hard look at data-re-

lated business objectives and IT resources in 

your service-oriented architecture blueprint. 

One key to success is an iterative approach 

that focuses first on targeted projects with 

quantifiable business value that are relatively 

easy to implement. SOA, after all, is a matter of 

architecture, and no organization is going to 

rearchitect its systems overnight.

By implementing a data integration plat-

form at the ground level, you can ready your IT 

systems to fully leverage that most valuable of 

business assets – data – without reengineering, 

hand coding, and having to worry about data 

quality problems down the line. Plus, you’ll 

never worry about receiving another response 

that says, “You forgot the data.”  
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F
or example, in an archi-

tecture where multiple 

distributed applications 

provide a business with a 

specific operation, should a single 

application fail, the impact of the application 

downtime is isolated only to a limited set of 

users. Conversely, the practices of application 

consolidation and service reuse concentrate 

operations into fewer applications or perhaps 

a single point of failure. As seen in the Figure 

1, the impact or risk associated with a service’s 

failure increases as more entities or business 

processes are dependent on that service.

Therefore, if a business entity consolidates 

its applications and exposes a specific opera-

tion as a service and the service fails, the po-

tential enterprise-wide exposure to the service 

downtime can cause significantly more risk.

Although this article is focused on manag-

ing the risks associated with application con-

solidation and service reuse, there are many 

other challenges associated with reuse that 

will not be addressed. Topics such as service 

definition, service granularity, and service 

access also challenge the ROI associated with 

reuse.

In spite of the technical risks 

involved, reusable components are 

core to the SOA vision. If the business 

cannot trust these components, 

these components cannot be reused. 

Therefore, in order to fully reap the benefits of 

SOA and Web services, it is critical that compa-

nies find an efficient and robust solution that 

mitigates risk, increases trust, and ultimately 

promotes reuse. The solution is a visible, 

objective, and quantifiable quality process that 

provides users with the confidence to reuse 

these services.

Learning from the Automotive 
Industry

Other industries have learned how to cre-

ate visible quality processes in order to instill 

trust in reused products. The automotive 

industry is a prime example of this paradigm. 

Various automakers have spent a significant 

amount of money branding certification 

programs with the purpose of instilling trust 

that their used cars are secure, reliable, and 

valuable. In fact, there really is no such thing 

as a used car (or a reused car) in the auto 

industry. Instead, the auto industry has spent 

a significant amount of money branding these 

“reused” assets as “certified pre-owned” cars. 

A visible and comprehensible quality program 

has evolved the “used car” into a functional 

and reliable reusable asset by the consumers 

who purchase them. The trust and confidence 

exhibited by used car buyers is a direct result 

of the visible certification (quality) programs 

of various auto companies.

Consider, for example, various companies 

in the automotive industry and their certifica-

tion programs for pre-owned cars as illustrated 

in Table 1.

As seen in the table, various automakers 

utilize visible, objective, and quantifiable met-

rics to demonstrate that their pre-owned cars 

(reused assets) are indeed secure, reliable, and 

valuable. If any of these quality metrics were 

absent, confidence and trust in the used car 

would also be absent. In the table for example, 

the point inspection score provides a necessary 

quality check for the car, the aspect of special 

financing provides a monetary reward for 

purchasing the car, and the warranty provides 

additional benefits for the car should the qual-

ity degrade over time. Each of these visible, 

objective, and quantifiable metrics increases 

consumer trust and ultimately promotes reuse.

The key to such certification programs is 

the visibility with which they are presented, 

lead by the “certification” seal. Therefore, 

promoting and instilling trust in reused busi-

ness components in an SOA model must be 

approached in the same manner as the certifi-

cation of pre-owned cars in the auto industry: 

a visible quality process must be in place in 

order to trust the reusable assets.

Trusting Reusable Business 
Components in a Service-
Oriented Architecture

   One of the business benefits organizations strive to achieve by imple-

menting a service-oriented architecture (SOA) or in utilizing Web services 

is the opportunity to reuse business components. Asset reuse is one of 

the core drivers of the SOA or Web service ROI calculation. Although 

leveraging the service concept provides an avenue for application consoli-

dation and reuse, these same efficiencies also introduce a distinct level of 

business risk.

A visible quality process is key
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WAYNE  

ARIOLA

        Asset reuse is one of the core drivers of 
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Creating a Visible Quality Process 
for SOA

Similar to the certification programs of used 

cars, inspection points of business compo-

nents must be established, executed, and mea-

sured before designing or exploring an SOA 

project. Such a process must be clearly defined, 

objective, reliable, and repeatable in order to 

promote trust in the business components that 

are to be reused either internally or externally.

When exposing business information and 

operations either within the enterprise inter-

nally, or by sharing data with partners externally, 

the business must ensure that each part of its 

system is reliable, and that all of these parts 

interact flawlessly and securely. Visible quality 

metrics are necessary to promote internal adop-

tion and reuse, as well as to promote business 

continuity by providing enough metrics to as-

sure and promote trust with external partners.

Internally, the business must enable 

itself using these business components. The 

development organization and business 

groups must be aware that these business 

assets are available and valuable. Ultimately, 

the organization must have trust that the busi-

ness components they choose to leverage are 

secure, reliable, and compliant.

Externally, the business must enable its 

partners to leverage these business assets. With 

external reuse, the issue of risk compounds 

because of the mission-critical aspect of these 

business transactions. A down time of an hour 

cannot only cost substantial losses in revenue 

but, more important, can foster the perceived 

lack of quality and reliability in the company in 

general. Therefore, trust is especially important 

when reusing external business components.

At the very minimum, companies should 

utilize interoperability, unit, scenario, regres-

sion, performance, and security penetration 

testing to provide the necessary inspection 

points for the business components. As with 

the certification processes that the automotive 

industry utilizes, a visible and capable quality 

process is critical for the success of SOA as 

well. The lack of visibility and an objectively 

measurable process can lead to the organiza-

tion and its partners simply not reusing the 

business components. This lack of trust, which 

is reasonable when dealing with mission-criti-

cal business processes, will deteriorate the 

efficiencies that the SOA model promises.

Conclusion
Companies have invested enormous 

sums of money in building and stabilizing 

the legacy systems that support vital business 

components. SOAs offer these companies an 

efficient and robust way to decrease integra-

tion expense, increase business agility, and 

consolidate applications. SOA offers ubiqui-

tous access to services and the capability to 

share data with business partners, customers, 

and information systems with unpa ral-

leled efficiencies. However, reusing business 

components via SOA inherently increases risk. 

Not only is the concept of reuse in jeopardy if 

internal entities do not trust the publisher of 

the service, but also external entities can reject 

leveraging the service if they feel that their 

business process could be at risk by using the 

service.

The migration to a service-oriented 

architecture will not be successful without an 

implementation plan for a robust and objec-

tive quality process. Just as in the evolution 

from “used cars” to “pre-owned cars,” a visible 

quality process will promote trust, promote 

adoption, increase application quality, and 

ultimately reduce business risk.  

  About the Author 
Wayne Ariola, vice president of Corporate Development at 

Parasoft, oversees the company’s Corporate Development team 

as well as the Enterprise Test team.

     wayne.ariola@parasoft.com 

Impact of 
Downtime
(Risk)

Reuse of Services
FIGURE 1         Correlation of service-failure risk and resue of business processes

Manufacturer Point
Inspection

Special
Financing Certified Warranty Details

Chrysler 125 Yes
8 year/80,000 mile Powertrain Limited Warranty,

measured from original vehicle in-ervice daat

Ford

GMC

115

110+

Yes

Yes

6 year/76,000 miles from the In-Service date

3 months/3,000 miles from the Purchase date

Lexus 161 Yes
3 years from the Purchase dat/100,000 miles  

from the In-Service date

Mercedes-Benz 130+ Yes
12 months from Purchase date, 100,000 miles 

from the In-Service date

Toyota 160 Yes
7 year/100,000 miles Limited Power Train Warranty 

from date when first sold as new

TABLE 1            Visible quality metrics can promote trust and confidence in reusable assets
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A
ny great journey starts 

with a goal or destination, 

and your organization’s 

decision to implement 

SOA is no different. However not 

unlike the pioneers who set off west 

in their wagons, you may start with 

only a vague idea of what awaits you, 

or how you might get to your desti-

nation. To be successful, you must 

assess your strengths and weakness-

es, establish clear direction, choose a route, 

and then consistently reassess that route as 

you follow it. You must, to put it simply, create 

your own unique map for your journey.

What Is an SOA Roadmap and 
Why Do You Need One?

SOA is an IT strategy that organizes the 

discrete functions contained in enterprise 

applications into interoperable, standards-

based services that can be combined and 

reused quickly to meet business needs. The 

benefi ts of SOA will only be realized if the 

balance between long-term goals and the 

shorter-term needs of the business 

are preserved. This balance can be 

maintained by instituting a set of 

organizational, fi nancial, opera-

tional, design, and delivery practices 

from the outset of your SOA initia-

tive. However it is important that 

these culture-changing disciplines 

are deployed in an incremental and 

iterative fashion, rather then a “big 

bang” approach, which allows for an 

organizational learning curve. In essence, 

an SOA roadmap is an iterative and incre-

mental way to capture (and recapture) your 

organization’s unique plan as you progress.

Your SOA Roadmap should contain three 

critical characteristics:

• Maturity: Treat your SOA Roadmap as 

a “living document” that continually 

captures experiences and lessons learned. 

As your SOA roadmap matures, your SOA 

initiative reaches higher levels of sophis-

tication, in a controlled manner. The cre-

ation of an SOA roadmap begins with an 

assessment of your organization’s current 

capabilities and disciplines that are appli-

cable to SOA. This process can be initiated 

by using BEA’s Online Self-Assessment Tool

(www.bea.com/framework.jsp?CNT=index.

htm&FP=/content/solutions/soa/).

In this second article about service-oriented architecture (SOA), I offer a 

concrete plan, along with tips and insights, to help you build an effective 

SOA roadmap, and to help ensure the success of your SOA initiative.

Part 2 – Building your SOA roadmap
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• Scope: A complete SOA roadmap should 

encompass all six domains (see Figure 1). 

These domains, while distinct, are inter-

related and interdependent. Executing 

on each domain is fundamental to the 

success of an enterprise-wide SOA initia-

tive. The SOA roadmap should clearly 

delineate the boundaries of your SOA 

initiative and establish a transparent and 

flexible timeline for achieving SOA goals. 

These goals should be broken down into 

manageable phases, which can then be 

realized in an iterative and incremental 

manner.

• Quality: By applying a “Learn and Adapt” 

process at each milestone, and by being 

both iterative and incremental, your 

roadmap will remain relevant throughout 

the SOA initiative. To ensure your SOA 

roadmap’s quality, communicate and 

validate it with all stakeholders, soliciting 

feedback and buy-in from all quarters.

How to Build an SOA Roadmap
There are four phases to developing your 

SOA roadmap: SOA planning, SOA maturity 

assessment, SOA future vision, and SOA 

roadmap definition.

SOA Planning

During this phase, your SOA initiative 

is organized and defined. Stakeholders are 

brought into the process through com-

munications and briefings, and mutually 

agreed upon priorities and parameters are 

set. Because this phase involves employees 

across your organization, clear and ample 

communication is critical. During this phase 

you will:

• Define the scope of SOA

• Establish boundaries and alignments with 

other IT initiatives

• Appropriately showcase the business justi-

fication for SOA

• Show alignment of existing and future 

business initiatives

SOA Maturity Assessment

During the SOA maturity assessment 

phase, you will establish a metric for where 

you are today. Here you will define what 

services and capabilities you currently have 

that can serve as a starting point for SOA, 

as well as identify projects that might serve 

as foundation projects. Through a series of 

interviews and questionnaires, your teams 

should examine the various domains – ana-

lyzing, base-lining, and validating the “as-is” 

current situation for each. Use of BEA’s 

domain model allows you to structure your 

examination of the following:

• Business Strategy and Process: A top-

down view of business strategies and 

processes

• Architecture: A review of current architec-

tures, policies, and standards

• Cost and Benefits: Overview of existing 

cost structures and benefits cases

• Building Blocks: An analysis of existing 

services, processes, tools, and technologies

• Projects and Applications: Review of 

existing systems and in-flight and planned 

projects

• Organization and Governance: Analysis 

of existing governance structures and 

policies

SOA Future Vision

In this phase, teams use workshops to 

determine and define the future desired 

“should-be” state and ensure cross-organiza-

tional buy-in:

• Business Strategy and Process: Correlation 

FIGURE 1         The BEA domain model
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of SOA future vision with business strate-

gies and processes 

• Architecture: Architecture guiding prin-

ciples, requirements, policies, standards, 

and reference architecture

• Cost and Benefits: Metrics and measure-

ment requirements

• Building Blocks: Shared services infra-

structure requirements, standardize tools

• Projects and Applications: SOA mapping 

to projects and applications

• Organization and Governance: Gover-

nance and compliance structures and 

policies

SOA Roadmap Definition

This phase is where the SOA roadmap 

is initially defined. A complete gap analysis 

should be performed for your corporation’s 

SOA goals and appropriate timelines, based 

on the information gathered in the previous 

three phases. Near-term events will be more 

detailed, while later events will be more fluid 

– so that they might incorporate lessons 

learned as you move forward.

• Business Strategy and Process: Opportu-

nity alignment by business value

• Architecture: Near-, medium-, and long-

term reference architecture roadmap

• Cost and Benefits: Roadmap of future 

metrics, cost structures, and benefits cases

• Building Blocks: Prioritization of shared 

services strategy and standardized processes

• Projects and Applications: Project and ap-

plication impact

• Organization and Governance: Proposed 

governance structures and policies

Your SOA roadmap should be treated as a 

“living document” that continually captures 

experiences and lessons learned. As your 

roadmap matures, your SOA initiative will 

reach higher levels of sophistication in a 

controlled manner (see Figure 2).

Conclusion
The goal of this article is to provide you 

with a framework for creating your own SOA 

roadmap, and an explanation of why that 

roadmap is so important for your SOA initia-

tive. Your roadmap is your guide for what to 

develop, when to develop, and when to deploy 

what you’ve developed, and should be your 

single most powerful tool for a smooth deploy-

ment of SOA. For more information on BEA’s 

SOA solutions, please visit www.bea.com/soa. 
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WSJ:  Service-Oriented Architecture

Why Do We Need Adaptation  
in Web Services?

In the vision of e-business, it becomes 

important to address the dynamic nature 

of business environments. As third parties 

access more and more business functions, 

the richness of Web services offered should 

be adequately addressed. With Web services 

having to participate and cooperate in a net-

worked system, they may need to frequently 

join or leave a process, or at times may need 

to change their preferences by tailoring or 

adding functionalities. Such unanticipated 

changes as demanded by businesses and the 

associated complexity necessitate an adapt-

able nature to web services where specific 

features can be introduced or deactivated in 

a planned manner.

The adaptation of Web services with 

regards to constant change in the business 

has to deal with the behavior of the service. 

Some of the existing approaches of adapta-

tion primarily concentrate on transformation 

of the content and much less effort has been 

made towards behavioral adaptation. Much 

as object-oriented programming introduced 

encapsulation and inheritance, the behavior-

al adaptation should also introduce features 

in a modular way. However in contrast to 

the object-oriented way, certain significant 

issues need to be addressed:

• Context-aware provisioning, which is 

necessary because Web services will be 

involved in widely distributed and hetero-

geneous solutions

• Diversified personalization, for improving 

quality of service and delivering user-cen-

tric functionality

• Nondisruptive feature insertion/release, to 

facilitate the high availability requirement

A scenario of a loan agent providing a best 

possible loan offer is constructed to explain 

the aforementioned issues. This example will 

be used later on in the article to illustrate 

certain adaptation scenarios. A process as 

shown in Figure 1 is initiated to select the 

best loan offered by any participating loan 

service to meet specific requirements as 

stated by the consumer. In the real world, 

these loan services can be considered to be 

the endpoints of various financial institu-

tions. The process would also look up the 

consumer’s credit score from a trusted credit 

rating service.

Aren’t Business Rules  
Sufficient?

Even though business rules also define or 

constrain the behavior of services, they are 

primarily intended to enforce certain explicit 

motivations based on contextual data. On 

the other hand, Web services in e-business 

scenarios would have to deal with proactive 

and reactive adaptations. Such adaptations 

have to be non-enforcing and yet facilitate 

the requestor’s ability to choose the behavior. 

To understand this better consider a simple 

personal loan offering service. The bank may 

decide to run a promotion for a specific sea-

son by virtue of which a business rule could 

be added to the service so that loan requests 

with credit scores in the range of 60 to 75 on 

a 100-point scale would reduce the interest 

rate by 0.25 percent. However converting 

the offered personal loan to a line of credit 

having variable interest rates would involve 

changes in the service logic itself. This 

wouldn’t be a feasible option because it has 

to be made available only for a specific time 

period. Moreover, because requestors have 

Inducing Behavioral 
Adaptations Within 
Web Services
   Web services have evolved from plain application-integration enablers 

to value-added stand-alone functionality providers such as getting a quote 

to a comprehensive business function like processing orders. Enterprises 

are exploiting this new revenue model by offering such business functions 

as services on usage basis. Information sharing instances such as Ama-

zon’s e-commerce services have helped in the creation of new powerful 

solutions using business functions as services.

Gaining control over dynamic changes in Web services
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different preferences some might not opt for 

this conversion while others might. Using 

business rules, such adaptations would get 

even more complex if the preferences are 

negotiated before the request is made to the 

service.

Adaptations May Not Be Just  
for Functional Features

The behavior of Web services as in the 

case of any computational system would be 

made up of certain functional and non-

functional features. The sole purpose of the 

nonfunctional features would be to enable 

services to function for various execution 

conditions through changes in the behavior 

of the service without altering the core ser-

vice logic. A distinguishing factor of such ad-

aptations is that often the service itself might 

be unaware of the existence of nonfunctional 

features. To put it another way: the nonfunc-

tional features are not configured at design 

time but are categorized under operational 

constraints.

The operational constraints would essen-

tially relate to the communication character-

istics between the interacting services. There 

are various WS-* standards that are trying to 

address the nonfunctional requirements of 

Web services. There are also some compet-

ing standards for similar functionality. For 

example, to tackle reliable, guaranteed 

message delivery, a group consisting of Sun, 

Fujistu, Oracle, etc. came out with WS-Reli-

ability and a second group consisting of IBM, 

BEA Systems, Microsoft, and TIBCO came up 

with the WS-ReliableMessaging specification. 

Though both provide mechanisms to ensure 

basic delivery assurance, the difference 

between them is in how they incorporate 

other standards such as WS-Security, WS-Ad-

dressing, and WS-Policy.  On the contrary, 

there are some specific widely accepted and 

employed standards for a given problem area 

that have overlapping features. For instance, 

in the case of security, there are standards 

such as Security Assertion Markup Language 

(SAML) as well as WS-Security that are both 

widely used to provide security cover to Web 

services. Because this is the case with the 

ever-growing stack of WS-* standards, partic-

ipants within a composition have many op-

tions to choose from. Even with such disarray 

within the stack, some of the reasons that 

participants differ in their choices could be 

the pace of adoption of the standard, or the 

preference for a specific platform/tool choice 

made during the service development, etc.

Essential Considerations  
for Adaptation

The behavioral adaptation is to be con-

sidered in the context of interaction between 

the service provider and the requestor. To 

appropriately customize Web services, the 

contextual information has to be processed 

so that the intended interaction is achieved. 

In order to do so the following considerations 

are essential for leading to behavioral adap-

tations within Web services.

Variation Points or Hotspots

The unanticipated introduction of new 
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certain explicit motivations based on  
contextual data
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features has to coexist with the base functionality offered by the 

Web service. It is also possible that the adaptations would have 

to intervene between the basic fl ows. Web services planning 

for such adaptations will have to identify the variation points 

or hotspots where new features can be induced. The identifi ca-

tion of such hotspots is very crucial and decides the degree of 

fl exibility that a Web service can offer. Another important aspect 

of hotspots is their role in the weaving of the adaptations. This 

facilitates the ability of the Web service to truly cater to and take 

part in a wide variety of solutions.

Proactive and Reactive Nature

Proactivity in the adaptation could be accomplished by decid-

ing on the service behavior even before the change or before the 

invocation of the service. On the other hand, reactivity is the con-

sequence of the change after the service invocation. For example, 

the credit reporting service could exhibit a proactive behavior 

in providing a simple report that contains the credit score and 

summary or a complete report that details public records, past 

dues, payment, collections, open accounts, inquires, etc. Reactive 

behavior may be accomplished by providing the credit score on 

different scales like 400-900 or 100 points.

Late Binding

The undetermined quality of adaptations necessitates late 

binding. Without having late binding, the service needs to be as 

abstract as possible and has to extend itself to add the features 

indented for adaptation. This may not be feasible and may lead 

to chaos in managing requirements, which leads to the cluttering 

of features.

Negotiations

Negotiations provide the property of compatibility and 

replaceability to the interactions between the requestor and the 

provider. The constantly changing preferences could be accom-

modated through negotiations so that both requestor and provid-

er can agree on the best possible terms for information exchange. 

For example, the way in which security credentials are passed can 

be negotiated. To ensure his confi dentiality, the service requestor 

can opt for a lengthier encryption key and similarly the service 

provider can specify various options for the encryption key 

length from which the requestor can choose.

Noninvasive Adaptations in Web Services
As mentioned earlier, one of the important issues to be solved 

during adaptation is the insertion/removal of features nondisrup-

tively or noninvasively. In other words, the base service logic should 

not be aware of any changes. This is also a key issue for maintain-

ing high availability, which is an important quality of a service 

attribute. Earlier works in this direction have advocated the use of 

an aspect-oriented paradigm that was essentially used to support 

many of the cross-cutting concerns. Furthermore, with our experi-

ence in working with aspect orientation, we also conciliated with 
e

XForms and Web Services
HTML forms are one of the best-known techniques for gathering 
data from a user and submitting that data to a server. However, 
HTML forms are only simple tools and don’t natively support 
some of the features needed by current web applications such 
as sophisticated data validation. Also, the user interface created 
by HTML forms is essentially hard coded for one output device, 
meaning the same form can’t be easily retasked for, say, PDAs 
or mobile phones.

SOA Governance: Gaining Flexibility 
& Retaining Control
SOA has significant advantages, but places additional demands 
on visibility, control and governance. Although enterprise SOA 
initiatives are typically deployed incrementally, to gain long-term 
value and ensure quality and consistency, governance issues need 
to be addressed early in the implementation process. This article 
will introduce the concept of SOA governance and will provide a 
framework for blending the flexibility of an SOA with the control, 
consistency, and predictability of traditional IT architectures.

Putting the A Back in SOA
Service-oriented srchitecture (SOA) is the hottest topic in IT circles 
this year, and it’s no secret why. A well-managed SOA dramati-
cally reduces the complexity of enterprise software systems and 
increases development flexibility, thus allowing companies to rap-
idly adapt their IT infrastructure to meet ever-changing business 
needs. Unfortunately, many SOA initiatives fail to realize these 
benefits because they lack a key component: strong management 
of the architecture from the very beginning of the SOA initiative.

XMetaL Author 4.6 Service Pack 2 
DITA Edition
Documentation is generally the final step in the software devel-
opment cycle and while it is a very important component of the 
entire software package, last-minute changes in software can 
lead to major alterations in documentation. The ability to quickly 
incorporate such amendments in software into documentation 
has made it difficult for technical writers to author and produce 
quality deliverables applicable to all audiences without delaying 
the software production cycle.

ISSUE OF WSJ…
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the application of aspect-oriented software 

development (AOSD) to handle the dynamic 

changes for Web services.

AOSD addresses the first two of the 

concerns discussed in the “Essential Consid-

erations for Adaptation” section. It introduces 

units of modularity called “aspects” that 

contain code fragments called “advice” and 

hotspots of information called “pointcuts.” 

Various advices can be introduced based 

on the kind of adaptation needed. Specifi-

cally with the “join-points” (a collection of 

join-points forms pointcuts) advices can be 

plugged in at the well-defined hotspots. Due 

to having various advices to be weaved, most 

of the aspect-oriented programming (AOP) 

models such as AspectJ have introduced rela-

tive precedence based on their ordering within 

the aspect body. The property-based pointcut 

designators facilitate the proactive insertions 

of advices and control flow–based pointcuts 

aid in the reactive insertions of advices.

The Role of Policies
We envisioned adaptation in services as 

the accommodation of new features on an as-

needed basis. AOSD addressed the basic need 

of feature introduction, but to accommodate 

preferences of both the service requestor and 

the provider (e.g., late binding and negotiation) 

we use policy-driven techniques. Policy in Web 

services refers to a set of rules, facts, capabili-

ties, and preferences that could regulate the 

behavior of the service. Policy assertions are 

used to convey the conditions between the in-

teracting services. The service providers would 

advertise their policies for which the request-

ors might choose to opt. This would result in 

a specific behavior that reflects the accepted 

condition. The policy assertions could hence 

be used for providing the necessary prefer-

ences in adapted behavior of Web services over 

and above the functionality they embody.

As shown in the Figure 2, policy plays a 

central role in providing self-adaptation and 

autonomy to Web services, realizing specific 

instances of abstract compositions and ac-

commodating preferences between interact-

ing services. In order to facilitate coordina-

tion among adaptations we used weaving of 

aspects. In addition to this we apply policies to 

reconcile and decide which aspects needed to 

be woven on the fly. A hierarchy of policies can 

also be used to provide a rich set of behaviors.

How Do We Achieve  
Noninvasive Adaptations  
Using Aspects?

The core idea is that of binding aspects 

and policies to enrich Web services. In the 

aforementioned scenario, adaptations were 
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induced in the various participating services 

by considering dynamic situations such as 

seasonal (Christmas and New Year) offers 

like converting EMI-based loans to personal 

line of credit, variation in scoring in credit re-

ports, and security variations such as choos-

ing the algorithms for encryption of relevant 

information in messages. The following are 

details of the participating services:

• Loan Agent Service: A composition service 

invoked by the customers that orchestrates 

the various other services listed below. 

BPEL4WS, an industry-accepted standard 

was used to compose the orchestration. 

Oracle’s BPEL process engine was used to 

host this service.

• Credit Rating Service: A simple Web service 

that gives the credit score, given the unique 

identity of the customer. This service is 

only accessible to the loan agents who are 

registered prior to the requisition. The au-

thorized loan agents are identified through 

a simple username/password–based au-

thentication. This service provides various 

means of specifying the credentials. Also the 

credit scores are provided on varying scales 

such as 400-900 or 100-point scale.

• Loan Offering Services: Two simple Web 

services that offer loans based on the 

individual’s credit score, the amount re-

quested, and the repayment period. These 

services provide various offers such as 

discounts on interest rates and conversion 

of type of loan at regular intervals based 

on the market conditions.

Because AOSD provided a paradigm to 

address adaptability, policy-driven aspect se-

lection was adopted to enrich the aforemen-

tioned Web services and their variations. A 

mediation layer was plugged into the frame-

work in between the BPEL process and the 

external Web services as shown in Figure 3. 

This layer is responsible for the enforcement 

of the required policies and the enabling of 

the relevant aspects. This layer weaves neces-

sary aspects to achieve adaptability within 

the loan agent service. The aspects would be 

the enforcement plugs for the policies chosen 

(policy enforcement point – PEP). A policy 

store acting as decision point (policy deci-

sion point – PDP) stores and fetches various 

policies based on the contextual information 

provided to the mediation layer. The policies 

are expressed using the simple and flex-

ible grammar provided by Sun’s Extensible 

Access Control Markup Language (XACML). 

XACML provides a model where policies are 

expressed using XML notations and also has 

the provision to evaluate policies to label as 

accept, deny, not applicable, or indetermi-

nate state. To negotiate the policies between 

the loan agent service and external services, 

a policy negotiator is used. Once the poli-

cies are accepted the negotiator enables the 

aspects that are woven into the PEP.

To understand the weaving of aspects 

that bring about necessary adaptations, let’s 

consider a section of the interaction between 

the loan agent service and the credit rating 

service (CRS) as shown in Figure 4. When the 

request is made the orchestration facilitates 

the extraction of the customer’s unique 

identification from the customer request 

and constructs the message requesting the 
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credit score to be sent to the CRS. Rather 

than being sent directly to the CRS, this 

request gets intercepted by the mediation 

layer. The PEP in the mediation layer receives 

the message and based on the message 

definition the endpoint is selected from the 

configuration. The PDP then decides on all 

of the policy actions that are to be associ-

ated with the CRS such as the usage of the 

PBEWithMD5AndDES algorithm for sending 

credentials. These actions are then forwarded 

to the policy negotiator that creates policy 

statements as shown in Figure 5. The policy 

statements are then exchanged with the 

CRS, which either accepts or denies them. 

The policy actions accepted have associ-

ated aspect advices that are enabled. So 

when the PEP forwards the request to the 

CRS, it passes through the aspect that adds 

the credentials using WS-Security standards 

through the use of the accepted algorithm.

Figure 6 gives a snapshot of the PEP and 

an associated simple aspect that uses the 

hotspots for adaptations. Because the PEP 

is a service itself, it has a process operation 

that receives the messages. It also provides 

another operation called induceVariations that 

is used to mark hotspots within the PEP. This 

operation takes in the message and returns the 

modified message. As shown, the hotspots are 

marked before sending the request message 

and then after receiving the response message. 

The hotspots and the aspect’s advices are 

triggered, thereby implementing necessary 

changes as required either during the assign-

ment or before or after invocation. In the in-

teraction between the loan agent and the CRS 

when the induceVariations operation is called 

before calling the CRS, the pointcut would add 

the credentials to the request message. Then 

returning from the induceVariations opera-

tion the modified request message is assigned 

to the context of the Web service call, thus 

facilitating transparent (with regard to the PEP 

or loan agent service) adaptation.

Adaptations in Orchestrated 
and Choreographed Services

Composition of various independent ac-

tivities within the view of business function-

ality is achieved through choreography or 

orchestration of Web services. The difference 

between choreography and orchestration is 

that in case of the latter, one of the services 

has control over defining the role within the 

composition. It is thus evident that orches-

tration languages such as BPEL4WS by na-

ture provide some flexibility. For example in 

the scenario discussed above, the flexibility 

in the loan agent process is seen through dy-

namic partner binding, i.e., addition or dele-

tion of loan offer service. However in case 

of practical scenarios, orchestrated services 

too have to support unplanned, on-the-fly 

changes. The changes however may not 

necessarily mean changes to the static view 

of the process (as with different partners), 

but rather over every instance of the process. 

Efforts in this regard such as AO4BPEL are 

adding extensions to the existing BPEL4WS 

specification, thus allowing specific adapta-

tion for orchestrated services in a modular 

fashion.

In case of choreography, not one service 

truly owns the conversation. Because they are 

collaborative in nature, each party involved 

describes its part in the interaction and is 

completely dependent on the observable be-

havior of every service. The adaptation hence 

in this case is very essential for managing 

the logical dependencies between unknown 

interactions. Specifically adaptation that 

involves aspect binding plays a prominent 

role in planning such interactions. Moreover, 

using the policies will also allow dynamic 

interaction patterns that would closely follow 

the changes in business.

 

Conclusion
Flexibility is an important aspect of 

e-business that may be achieved by using 

Web services. The dynamic environment of 

e-business necessitates constant changes. 

Web service providers have to evolve so that 

unplanned changes can be adapted to the 

contextualized information. Initiatives such 

as AdaptiveBPEL and AO4BPEL, which have 

explored ways of transparently allowing 

customizations. The use of aspect-oriented 

approaches and policies seems promising for 

on-the-fly adaptations. A middleware made 

up of a mediation layer based on policy-

driven selection of aspects would especially 

result in realizing faster time to market for 

truly adaptive Web services.

 

The source code for the article accompa-

nies the online version of the article, which 

can be found in the SOA WSJ archives at 

http://webservices.sys-con.com/read/issue/

archives/, (Vol.6, iss.2).
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Listing 1: Sample policy statement

<?xml version=”1.0” encoding=”UTF-8”?>
<Request ...>
    <Subject>
        <Attribute AttributeId=”urn:oasis:names:tc:
xacml:1.0:subject:subject-id”  
                   DataType=”http://www.w3.org/2001/
XMLSchema#string”>
            <AttributeValue>LoanAgent</AttributeValue>
        </Attribute>
    </Subject>
    <Resource>
        <Attribute DataType=”http://www.w3.org/2001/
XMLSchema#string”
       AttributeId=”urn:oasis:names:tc:xacml:1.0:resource:
resource-id” >
            <AttributeValue>http://localhost:8080/axis/
HLoan</AttributeValue>
        </Attribute>
    </Resource>
    <Action>
        <Attribute AttributeId=”urn:oasis:names:tc:
xacml:1.0:action:action-id” 
                   DataType=”http://www.w3.org/2001/
XMLSchema#string”>
            <AttributeValue>ChristmasOffer</
AttributeValue>
        </Attribute>
    </Action>
</Request>

Listing 2: Code snippet showing hotspots in PEP

/* SimplePEP.java */
...
public void process(SOAPEnvelope req, SOAPEnvelope resp) 
throws AxisFault{
  try {
    // Get the endpoint for the message based on encoded 
rules
    ...
    // Get the actions associated with the endpoint and 
then 
    // forward the call to the policy negotiator.  The 
negotiator lookups 
    // the policy store of the necessary policy state-
ments, if the policy 
    // statements are accepted then necessary aspects are 
enabled

    Collection actions = SimplePDP.
getActions(destination); 
    SimpleNegotiator negotiator = new SimpleNegotiator();
    negotiator.negotiate(destination, actions);

    /** variation hotspot -- begin **/
    Message variedReqMsg = induceVariations(currCtx.getRe-
questMessage());
    /** variation hotspot -- end **/

    // create the call to the external web services
    ...
    call.setRequestMessage(variedReqMsg); 
    ...  
    
   /** variation hotspot -- begin **/
   Message variedResMsg = induceVariations(currCtx.getRe-
sponseMessage());
   currCtx.setResponseMessage(variedResMsg);   
   /** variation hotspot -- end **/ 

  }catch(Exception ex){
     // handle exception
  }  
}

public Message induceVariations(Message env){
  Message msgForVariation;
  msgForVariation = msg;
  return msgForVariation;
}

/* -- Aspect definition -- */
aspect FunctionalAdaptations{

  pointcut variation () : execution(* induceVaria-
tions(..));

  before () : variation() {
    // the necessary code to do the changes before chang-
es are assigned 
    // to the new SOAP Message object
  }

  after () : variation() {
    // the necessary code to do the changes after changes 
are assigned 
    // to the new SOAP Message object
  }
}
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WSJ:  Message-Centric Web Services

T
his new demand brought 

us to the concept of 

building new applications 

and integrating them 

with existing ones. Integrating new 

and old applications becomes a very 

complex task, because of both the 

number of applications that enter-

prises have as well as the complex 

business workflow of the enterprise.

Service-oriented architecture 

(SOA) provides an architectural pat-

tern that can help to address the integration 

problem in the enterprise. Web services con-

stitute one of the most viable solutions, and 

could be used as an implementation vehicle 

for SOA to integrate old, existing, and new 

applications using synchronous and asynchro-

nous communication and a loosely coupled 

transaction model.

Asynchronous Applications
Enterprise applications or business 

processes that have information or process 

workflow typically are long running and asyn-

chronous in nature. For example, a portal or 

Web application can provide a user interface 

to submit a loan application(s) to a 

loan flow business process, where 

the business process is orchestrating 

a discrete set of Web services such as 

credit service and third-party loan 

brokerage services. This loan flow 

business process could be a long 

running one in 

order to cater to the 

workflow (auto-

mated or human) 

involved, collect the 

loan offers, and finally come 

up with a best loan offer.

Web Services can be 

used not only for integration 

among applications, data, 

and services, but they can 

also support an asynchro-

nous communication model. 

Applications or services can 

communicate by exchanging 

messages in an independent 

fashion without having to 

wait or block resources on the 

service consumer side.

A service consumer 

(which can be a any kind of Web application, 

desktop application, or process) invokes a Web 

service or business process by sending a mes-

sage/request, which is typically an XML docu-

ment. The service consumer does not have to 

wait for the message/response or block the 

resources with continuous wait time or by 

polling mechanism, which can become very 

expensive in terms of processing overhead. For 

example, in case of the loan flow scenario de-

scribed above, the client application, which in 

this case is a Web application, can keep polling 

the business process to find out the whether 

the loan has been processed or not by using 

polling mechanism. Figure 1 shows a client ap-

plication submitting the loan application that 

keeps polling until it receives a loan offer.

Asynchronous Web Services
Instead of polling the enterprise applica-

tion, business process, or Web service, we 

could adopt an asynchronous communication 

model between the client and the application, 

service, or business process. Asynchrony can 

be achieved by applying different architectural 

models to Web services. The key requirement 

for choosing asynchronous communication 

here is the service consumer or the client can-

not wait for the response to come back. This 

could be due to many reasons that include 

holding up the system resources on the client 

side, the network connectivity, or that it just 

takes an unpredictable amount of time for the 

Asynchronous Web 
Services Using  
WS-Addressing
   Today’s IT organizations have tens of applications and services that per-

form some well-defined tasks such as inventory, billing, expense reporting, 

and order entry. With the evolution of Internet and e-business, enterprises 

have started to think about how different applications in a disconnected 

mode can work independently but at the same time be a part of an infor-

mation workflow process.

Developing asynchronous Web applications using callback services

WRITTEN BY 

RAGHU  

KODALI

FIGURE 1         Asynchrony with polling
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response to come back. Typical asynchronous 

Web services architectural models are:

• A service consumer can send a SOAP mes-

sage without having to block any resources 

to receive a message back.

• A service consumer and service provider 

can go through a series of conversations by 

passing around a conversation ID. This type 

of usecase is known as conversational Web 

services.

• A service consumer invokes a service, and 

the provider will send a callback once the 

process is completed. In order to receive 

the callback response, the service consumer 

will have a Web service endpoint that the 

provider uses to send the message back. 

Figure 2 shows a service consumer that has 

an endpoint and submits a loan application 

and the service provider, which is a business 

process and sends a callback to the con-

sumer callback endpoint once the process is 

complete.

In order for the service provider to send the 

message/response back, the consumer will 

have to provide callback information or the 

details about where the notification or reply 

has to be sent. The Web Services Addressing 

(WS-Addressing) specification, which has 

been developed under World Wide Web Con-

sortium (W3C), provides a standard mecha-

nism to provide the callback information in 

the SOAP header element.

WS-Addressing
WS-Addressing provides way to specify 

message addressing information independent 

of transport layer. WS-Addressing provides a 

way to specify delivery, reply-to, and fault-

handler addressing information in a SOAP 

envelope. WS-Addressing can be used in 

conjunction with other specifications such as 

WS-Security to authenticate and WS-Policy to 

define policies for the service.

WS-Addressing has two key constructs or 

artifacts:

• Endpoint reference

• Message information headers

Endpoint references in the WS-Addressing 

specification contain the information needed 

to identify/reference a Web service endpoint. 

Endpoint references can also be used to pro-

vide addresses for individual messages sent to 

and from Web services. 

The WS-Addressing specification defines a 

set of message information headers that allow 

uniform addressing of messages indepen-

dent of underlying transport. These message 

information headers convey end-to-end 

message characteristics, including addressing 

for source and destination endpoints as well 

as message identity. The WS-Addressing speci-

fication comes with WS-Addressing schema, 

which has complex types defined for endpoint 

references and messaging properties.

The endpoint reference contains the prop-

erties shown in Table 1. Only the address prop-

erty (URI) is mandatory. The rest are used to 

provide additional information, behavior, and 

requirements of the endpoint. Table 2 shows 

the message information header properties.

Listing 1 shows a SOAP message that is 

Property Description

Address URI that points to a network address.

Reference Properties
Collection of properties that can be attached from an application specific namespace and that are used 
to identify a service. An endpoint reference might have a property that tells the service that it has to 
handle a customer whose status is Gold.

Reference Parameters
Collection of properties that can be attached from an application specific namespace and used to 
identify a resource.

Selected Port Type Qualified name (QName) of portType of the endpoint. Similar to the portType in WSDL.

Service Port Qualified name (QName) that identifies the WSDL service element.

Policy Can contain WS-Policy elements that describe the behavior and requirements of the endpoint.

TABLE 1       Properties of the endpoint reference

Property Description

Destination Address of the intended receiver.

Source Endpoint Where the message originated or the source of the message.

Reply Endpoint
Endpoint reference that identifies the receiver of the replies. If reply is expected, the message should 
contain this property. If this property is present in the message, then the message ID property becomes 
mandatory.

Fault Endpoint
Endpoint reference that identifies the receiver for all fault messages. If this property is present in the 
message, then the message ID property becomes mandatory.

Action URI that identifies the semantics of the message.

Message ID Unique identifier for the message.

Relationship Complex type of element that indicates how one message is related to another one.

TABLE 2       Properties of the message information header

FIGURE 2         Asynchrony with callback architecture
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used to invoke the loan flow business 

process, and contains the WS-Ad-

dressing information in the header 

element. WS-Addressing, in simple 

terms, is very similar to how the “to” 

and “from” addresses are written in 

postal envelopes.

Implementing WS- 
Addressing Services

As discussed in earlier sections of 

this article, client applications or ser-

vice consumers expecting a response 

back in asynchronous fashion need 

to provide an endpoint, which is ca-

pable of receiving message/response 

back from the other end or from the 

service provider. Web applications 

and desktop applications aren’t really 

geared toward or designed to work as 

callback clients. In order to provide 

or mimic the asynchronous conver-

sations, we can have an intermediate 

service layer or a Web service, which 

could act as a callback client to the 

service provider or business process 

invoked by the client applications. 

Once the callback Web service 

receives the response it can process 

the callback message and take 

further action that will complete the 

loop for the user who has invoked a 

service or business process from the 

client application.

In the next part of this article we 

will illustrate the aforementioned 

use case with a business process de-

veloped using Business Process Ex-

ecution Language (BPEL), a callback 

Web service developed using JAX-

RPC and a Web application devel-

oped with JSF that acts as a service consumer 

and invokes the BPEL business process. Oracle 

Fusion Middleware components (Oracle BPEL 

Process Manager, OC4J, Oracle JDeveloper) 

were used to develop the above use case.

To start, we have a loan flow business 

process developed using BPEL (see Figure 

3). This loan flow process checks the credit 

worthiness of the loan applicant by invoking a 

credit rating service provided by a credit rating 

company. Once the applicant is determined to 

have a good credit history, the loan flow pro-

cess interacts with services provided by mort-

gage brokers and gets multiple loan offers. 

Finally the loan flow process has orchestration 

logic that determines the best loan offer from 

the offers received.

Once the back-end business process is 

ready, we need a Web application that is 

built with JavaServer Faces (JSF), which the 

customer uses to submit loan applications. 

Figure 4 illustrates the JSF navigation model 

for the Web application. Once the customer 

submits a loan application, the JSF applica-

tion invokes the loan flow BPEL process 

(which is a Web service) using the stubs 

generated by the utilities provided by Oracle 

Application Server.

Once the JSF application invokes the loan 

flow business process, the business process 

will determine the best loan offer. We would 

like to notify the customer who has submit-

ted the application via e-mail or SMS mes-

sage on the status of the loan application 

and the loan offer that comes out of the loan 

flow process.

To achieve this we will create an intermedi-

ate Web service, which we will call the loan 

flow callback service. This loan flow callback 

service will have an endpoint that the BPEL 

loan flow business process can use to send 

the callback or loan offer that will be further 

processed by callback service.

Once the loan flow callback service is in 

place, we need to process the incoming loan 

offers. To keep it simple we will just send an 

e-mail notification to the customer who has 

applied for the loan, and he will be able to pick 

the message from the JSF application and act 

upon it either to take the offer or reject it. List-

ing 2 shows the onResult() method, which 

is the operation that receives the callback from 

the loan flow business process and sends out 

FIGURE 3         Loan flow business process

FIGURE 4         Web application page flow

          Applications or services can communicate 
by exchanging messages in an independent 
fashion without having to wait or block  
resources on the service consumer side



49February 2006www.wsj2.com

an e-mail with the loan offer.

So far so good: one additional thing that 

needs to be taken care of during the invoca-

tion of loan flow business process is to make 

sure that the SOAP message header element 

is populated with WS-Addressing informa-

tion. The source code in listing 3 constructs a 

SOAP message, which has the loan applica-

tion and populates the header of this SOAP 

message with WS-Addressing information 

that will tell the BPEL business process to 

send a callback to loan flow callback Web ser-

vice after the loan application has been pro-

cessed and the best offer has been achieved. 

Figure 5 illustrates the completed use case 

with flow described above.

Summary
To summarize, Web services constitute one 

of the most viable options to implement stan-

dards-based integration in enterprises. The 

WS-Addressing specification provides a stan-

dard mechanism to send message information 

independent of the transport layer.

WS-Addressing provides number of 

benefits that include the transport layer not 

being restricted to HTTP, and working in 

conjunction with other WS-* specifications 

it can be used for different patterns such as 

request/response, one-way, or conversational 

Web services.  
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Listing 1

<?xml version = ʻ1.0ʼ encoding = ʻUTF-8ʼ?>
<env:Envelope xmlns:env=”http://schemas.xmlsoap.org/soap/
envelope/” xmlns:xsd=”http://www.w3.org/2001/XMLSchema” 
xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 
xmlns:ns0=”http://schemas.xmlsoap.org/ws/2003/03/address-
ing” xmlns:ns1=”http://www.autoloan.com/ns/autoloan”>
   <env:Header>
      <ns0:ReplyTo>
         <ns0:Address>http://localhost:8888/
LoanFlowCallbackService/LoanFlowCallbackService</ns0:
Address>
         <ns0:PortType>null:LoanFlowCallback</ns0:
PortType>
         <ns0:ServiceName>null:LoanFlowCallback</ns0:
ServiceName>
      </ns0:ReplyTo>
      <ns0:MessageID>urn:my-unique-id</ns0:MessageID>
   </env:Header>
   <env:Body>
      <ns1:loanApplication>
         <ns1:SSN>123-45-6789</ns1:SSN>

         <ns1:email>myself@home.org</ns1:email>
         <ns1:customerName>Maurice Poulet</ns1:customer-
Name>
         <ns1:loanAmount>1234.56</ns1:loanAmount>
         <ns1:carModel>BigCar</ns1:carModel>
         <ns1:carYear>1999</ns1:carYear>
         <ns1:creditRating>50</ns1:creditRating>
      </ns1:loanApplication>
   </env:Body>
</env:Envelope>

Listing 2

 public void onResult(String providerName, 
                         boolean selected, 
                         boolean approved, 
                         double APR, 
                         String email, 
                         Relationship relatesTo) 
    {
      System.out.println(“Result for “ + email);
      try

FIGURE 5         Asynchronous loan flow with WS-Addressing
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      {
        String content = “Your loan has been “ + (approve
d?”approved”:”rejected”) + “ by “ + providerName;
        EMailClient.send(email, “Your Loan”, content);
      }
      catch (Exception e) {
          e.printStackTrace();
      }
    }

Listing 3

public  void invokeLoanFlow() {

//…..
        try {
            loanclient.LoanFlowPortClient myPort = new 
loanclient.LoanFlowPortClient();
            System.out.println(“calling “ + myPort.
getEndpoint());
            // Add your own code here
            
             String input = “Oliv”;
             AttributedURI uri = new AttributedURI();
             uri.set_value(new URI(“http://local-
host:8888/LoanFlowCallbackService/LoanFlowCallbackService
”));
             
             AttributedQName portQname = new 
AttributedQName();
             portQname.set_value(new QName( “http://call-
back.service/”, “LoanFlowCallback”));        

             
             ServiceNameType serviceName = new 
ServiceNameType();
             serviceName.set_value(new QName(“http://
callback.service/”, “LoanFlowCallback”));
             
             EndpointReferenceType replyTo = new 
EndpointReferenceType();
             
             replyTo.setAddress(uri);
             replyTo.setPortType(portQname);
             replyTo.setServiceName(serviceName);
             AttributedURI messageID = new 
AttributedURI();
             URI mURI = new URI(“urn:my-unique-id”);
             messageID.set_value(mURI);
             
             double loanAmount = 1234.56;
             int creditRating = 50;
             myPort.initiate(“123-45-6789”, “myself@home.
org”, “Maurice Poulet”, loanAmount, “BigCar”, “1999”, cre-
ditRating, replyTo, messageID);
             System.out.println(“Invoked BPEL Process”);
            
           
        
        } catch (Exception ex) {
            ex.printStackTrace();
        }
//…………
}
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This Month
Getting to Know Xindice

Selim Mimaroglu

Apache Software Foundation’s Xindice is an 

open source native XML database. Apache 

provides great software to developers such as 

the Apache Web Server, Tomcat Applica-

tion Server, Cocoon Web Development 

Framework, Struts Framework, Ant, and 

many more under an open source license. 

Apache Web Server is an industrial-strength 

product that is used by many high-traf-

fi c Web sites. Apache Tomcat is a servlet 

container that implements both Java Servlets 

and Java Server Pages. The fact that Xindice 

is a member of the Apache Software Founda-

tion gives it substantial credibility, because 

Apache produces well-known, well-respected 

software. We will explore the Xindice native 

XML database beginning with its installation 

and advancing step by step. As the Xindice 

home page suggests, you are encouraged 

to pronounce it as “zeen-dee-chay” with 

your best faux Italian accent. Xindice sup-

ports XPath query language, XML:DB, and 

XUpdate standards in Java, in addition to 

XML-RPC API for non-Java programmers.

XML-Based Interop, Close up
In addition to the strategy side of Web services, there is also the protocol-oriented side of things, 

the XML side. Embracing not only XML itself but also the full range of mainstream XML-based 
technologies like XPath, XSLT, XML Schema, and SOAP. XML Journal has been delivering in-

sightful articles to the world of developers and development managers since the year 2000.

It is our privilege to bring XML-Journal directly to readers of Web Services Journal, and vice versa. 
Anyone already familiar with the Web services world of SOAP, UDDI, and WSDL will fi nd here 
articles and features each month that will interest them – about the cutting-edge technologies 
and latest products that are changing not only our 
industry, but the way the world exchang-
es information. To make it easy for you 
to fi nd your way around, we have four 
distinct sections:  

Getting to 
Know

Xindice
An open source native XML database
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Getting to Know
Xindice

An open source native XML database

WRITTEN BY 

Selim Mimaroglu

Apache Software Foundation’s Xindice is an open 

source native XML database. Apache provides great 

software to developers such as the Apache Web Serv-

er, Tomcat Application Server, Cocoon Web Development 

Framework, Struts Framework, Ant, and many more under 

an open source license. Apache Web Server is an industrial-

strength product that is used by many high-traffi c Web sites. 

Apache Tomcat is a servlet container that implements both 

Java Servlets and Java Server Pages. The fact that Xindice is a 

member of the Apache Software Foundation gives it substan-

tial credibility, because Apache produces well-known, well-

respected software. We will explore the Xindice native XML 

database beginning with its installation and advancing step 

by step. As the Xindice home page suggests, you are encour-

aged to pronounce it as “zeen-dee-chay” with your best faux 

Italian accent. Xindice supports XPath query language, XML:

DB, and XUpdate standards in Java, in addition to XML-RPC 

API for non-Java programmers.

Installation
You can download both the source fi les and the binaries 

from the home page of Xindice at http://xml.apache.org/xin-

dice/. As I write, the latest stable release is 1.0, and the current 

milestone is 1.1b4. I downloaded the binary fi les in both we-

bapp and .jar formats. You don’t need to download the source 

fi les if you aren’t interested in reading or modifying them.

Version 1.1 of Xindice doesn’t run as a stand-alone server, 

but instead runs under a servlet 2.2-compliant application 

server. The documentation states that it’s tested both with 

Tomcat and Jetty. Since Tomcat is very popular and I am famil-

iar with it, I decided to run Xindice with Tomcat. You can down-

load Tomcat from http://tomcat.apache.org. I downloaded the 

Windows executable, binary core distribution version 5.0.28.

Because I already have a Java SDK (Software Development 

Kit) installed on my machine, I didn’t need to download it 

again, but if you don’t have a Java SDK, you have to download 

version 1.4.x of J2SE (Java 2 Standard Edition) from http://

java.sun.com.

I installed Xindice and Tomcat and tested all of the exam-

ples in this article on my laptop, a 1.4GHz Pentium M proces-

sor, running on Windows XP Professional with 512MB main 

memory, without any problems. These are the installations 

steps I followed:

1. Install Java 1.4.x SDK.

2. Set JAVA_HOME environment variable to the installation 

directory (on  my system the value of JAVA_HOME is D:\

j2sdk1.4.2_03).

3. Install Tomcat. (This step is straightforward because Tomcat 

comes with an installer. By default Tomcat will install un-

der C:\Program Files, with a space between the words Pro-

gram and Files: unfortunately there will be some problems 

when running Xindice, so I changed the installation location 

to D:\Tomcat_5.0. Any location will do as long as it doesn’t 

have any space in it.)

4. Unzip the Xindice webapp distribution, and rename the 

.war fi le (xindice-1.1b4.war) to xindice.war.

5. Drop xindice.war (the extension war stands for web archive) 

under Tomcat’s webapps directory (this is D:\Tomcat_5.0\

webapps on my system).

6. Start Tomcat using the “Confi gure Tomcat” application (it’s 

located under Start->All Programs->Apache Tomcat 5.0-

“You can have several 
XML fi les under a 

collection, which is a 
neat way of organizing 

the documents”
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>Confi gure Tomcat).

7. In a few minutes Tomcat will unzip the .war 

fi le. When it does, you should see a new 

Xindice directory under D:\Tomcat_5.0\

webapps.

8. Now it’s time to create a new environment 

variable called XINDICE_HOME. If you 

followed the locations I suggested, XIN-

DICE_HOME should have D:\Tomcat_5.0\

webapps\xindice\WEB-INF as its value. If 

you didn’t, modify the value accordingly.

9. As the last step, put D:\Tomcat_5.0\we-

bapps\xindice\WEB-INF under your Path 

since it contains the Xindice’s command-

line tool.

Starting the Server
Starting or stopping the Xindice native 

XML database means starting or stopping the 

Tomcat Server. Tomcat by default runs on port 

8080, and you can change the port during or 

after the installation. To check if your Tomcat is 

running properly, after starting it visit http://

localhost:8080/ (or http://127.0.0.1:8080/ ): 

you should see the welcome page.

Command-Line Tool
We can perform the following tasks using 

the command-line tool:

• Add/remove a collection

• List collections

• Add/remove a document

• Retrieve documents

• Import/export a directory tree

• Add/remove a collection index

• Execute an XPath query

Listing Collections
Let’s list the collections installed by Xin-

dice after the installation. Remember that the 

server should be running in order to execute 

this command successfully:

> xindice list_collections -c xmldb:

xindice://

  localhost:8080/db

trying to register database

        system

        meta

Total collections: 2

Each command has an abbreviated ver-

sion. For example, we could have used lc in-

stead of list_collections. For clarity, in this ar-

ticle I will use the full name of the commands. 

After familiarizing yourself with Xindice, you 

probably won’t want to write the commands 

in full. You can fi nd the abbreviated versions 

and the descriptions of all the commands at 

the Xindice Commandline Tool Guide.

In this example, the full context is xmldb:

xindice://localhost:8080/db, which is speci-

fi ed by the –c option. When using Tomcat we 

have to specify the full context: Tomcat runs 

on port 8080, but Xindice is preconfi gured 

for Jetty, which runs on port 8888. If you don’t 

want to specify the full context, you have two 

options: change the Tomcat’s port to 8888 or 

install Jetty instead of Tomcat. If the server is 

running on a different machine and not on 

the localhost, you should replace the local-

host portion of the context with the correct 

URL.

After executing this command the system 

responded by telling us that there are two col-

lections: systems and meta. Like the other 

popular open source native XML databases 

such as eXist and Berkeley DB XML, Xindice 

too uses the idea of collection. A collection is 

similar to a folder in terms of functionality. 

You can have several XML fi les under a col-

lection, which is a neat way of organizing the 

documents.

Adding a Collection
Let’s create a new collection called dic-

tionary: 

> xindice add_collection -c xmldb:xin-

dice://

  localhost:8080/db -n dictionary

trying to register database

Created : xmldb:xindice://local-

host:8080/db/dictionary

As in the previous example, –c specifi es 

the context that is the root location (all of the 

data fi les and collections are stored under this 

location). By executing this command suc-

cessfully we created a subcollection called 

dictionary. The context of this new location is 

xmldb:xindice://localhost:8080/db/diction-

ary.

Listing the collections reveals that now we 

have three collections, of which two of them 

were previously created.

> xindice list_collections -c xmldb:

xindice://

  localhost:8080/db

trying to register database
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i-technology writers and editors.
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your blog page to your favorite magazine’s Web site.
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        dictionary

        system

        meta

Total collections: 3

Adding a Document
I created a small sample XML file for using in the following ex-

ercises. The 150KB file is available at www.cs.umb.edu/~smimarog/

xmlsample/.

> xindice add_document -c xmldb:xindice://localhost:8080/

db/ 

  dictionary -f C:\xindice_dictionary.xml -n dict150k

trying to register database

Added document xmldb:xindice://localhost:8080/db/diction-

ary/ 

  dict150k

Notice the context in this example is xmldb:xindice://local-

host:8080/db/dictionary. The –f option specifies the location of the 

XML file to be added. The –n flag is optional. If used, whatever fol-

lows it will be the key of the document. If you don’t provide a key, 

Xindice will create it for you automatically. Unfortunately, Xindice 

doesn’t support XML files bigger than 5MB. Documents larger than 

5MB can be divided and then stored in the database. Dividing the 

files into smaller pieces is not very convenient, and sometimes it’s 

technically impossible. I hope Xindice developers will fix this soon 

in a future release.

Indexing a Collection
Xindice provides fine granularity indexing; that is, we can select 

the elements and the attributes for indexing. It’s also possible to in-

dex all of the elements and attributes. If you know the workload, you 

know which elements and attributes are invoked, and you can create 

indexes on these elements only. For unpredictable, ad hoc environ-

ments, I think it’s best to index all of the elements and attributes. We 

can index all elements by using the * pattern as the example below 

demonstrates.

> xindice add_indexer -c xmldb:xindice://localhost:8080/ 

  db/dictionary -n elementindex 

-p ʻ*ʼ

trying to register database

CREATED : elementindex

The –n option specifies the name of the index and –p option 

specifies the pattern. In this example * (star) stands for every ele-

ment.

Similarly we can index all of the attributes by using  the pattern 

*@*:

> xindice add_indexer -c xmldb:xindice://localhost:8080/ 

  db/dictionary -n attributeindex -p ʻ*@*ʼ

trying to register database

CREATED : attributeindex

The patterns * and *@* make sense if you think in terms of XPath. 

In XPath, * stands for any element, and *@* stands for any element’s 

attribute.

Indexing is very important if you want to have good performance. 

Xindice uses Apache Xalan as its XPath query processor. If you are fa-

miliar with Xalan you may remember that it doesn’t have an indexing 

mechanism, but Xindice provides indexing and query-optimization 

facilities to speed up query performance on top of Xalan.

Executing XPath Queries
The XML Schema for our sample XML file, XML Schema of TCSD, 

is located at www.cs.umb.edu/~smimarog/xmlsample. You may want 

to check the schema to understand the structure of the sample docu-

ment we are about to use. dictionary is the root element, e stands for 

an entry, and hw stands for headword (see the Listings section for 

XPath Query1, 2, and 3 and Listings 1-3).

Notice that some attributes have been added to the results and 

were not part of the original document. The src:col, src:key attributes 

and src namespace definition are appended to the results. src:col is 

the collection, and src:key is the key of the XML file. Although in some 

cases this information may be useful, I am not a fan of any modifica-

tion or addition done by the database server in order to make the 

results more convenient.

Programming with Xindice
Xindice provides the XML:DB API for Java programmers. XML:DB 

is a very popular API, which is supported by many native XML data-

bases such as eXist and Tamino. Xindice also provides XML-RPC API 

for non-Java programmers. It’s hard to find a programming language 

that doesn’t support XML-RPC: PHP, Python, Tcl, C, C++, Perl, Lisp, 

Delphi, Dylan, Java, JavaScript, and many other languages support 

XML-RPC. Xindice supports updates through the XUpdate standard. 

If you are interested in programming with Xindice, I recommend 

reading Xindice Developer Guide, which has many good examples.  
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XPath Query1: This query retrieves all of the head-

words located under the dictionary collection.

> xindice xpath -c xmldb:xindice://localhost:8080/db/

dictionary  –q “/dictionary/e/hwg/hw”

Listing 1: Results of XPath Query1

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>planks</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>gaul</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>minute</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>spot</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>slippery</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>adorns</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>homeward</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>serpents</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>gaunt</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>exclamations</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>disposer</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>walter</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>smilets</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>priamus</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>opinion</hw>

XPath Query2: This query retrieves all of the entries 

that have the headword “minute”

> xindice xpath -c xmldb:xindice://localhost:8080/db/

dictionary  -q “/dictionary/e[hwg/hw/text()=’minute’]”

Listing 2: Results of XPath Query2 

<e id=”E2” src:col=”/db/dictionary” src:

key=”dict150k” xmlns:src=”http://xml.apache.org/

xindice/Query”><hwg><hw>minute</hw>

<pr>1/k96SMVL^2</pr>

<pos>n.</pos>

</hwg>

<et><cr>E143</cr>

<cr>E180</cr>

<cr>E530</cr>

<cr>E308</cr>

<cr>E215</cr>

…

</e>

XPath Query3: Retrieve the headwords of the entries 

containing the word “hockey”

> xindice xpath -c xmldb:xindice://localhost:8080/db/

dictionary  -q “/dictionary/e[contains(., ‘hockey’)]/hwg/

hw” 

Listing 3: Results of XPath Query3

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>planks</hw>

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>gaul</hw>

…

<hw src:col=”/db/dictionary” src:key=”dict150k” 

xmlns:src=”http://xml.apache.org/xindice/

Query”>opinion</hw>






